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Resilire: Achieving High Availability at the Virtual Machine Level

Peng Lu

(ABSTRACT)



High availability is a critical feature of data centers, cloud, and cluster computing environments.
Replication is a classical approach to increase service availability by providing redundancy. How-
ever, traditional replication methods are increasingly unattractive for deployment due to several
limitations such as application-level non-transparency, non-isolation of applications (causing secu-
rity vulnerabilities), complex system management, and high cost. Virtualization overcomes these
limitations through another layer of abstraction, and provides high availability through live virtual
machine (VM) migration: a guest VM image running on a primary host is transparently check-
pointed and migrated, usually at a high frequency, to a backup host, without pausing the VM; the
VM is resumed from the latest checkpoint on the backup when a failure occurs. A virtual clus-
ter (VC) generalizes the VM concept for distributed applications and systems: a VC is a set of
multiple VMs deployed on different physical machines connected by a virtual network.

In this dissertation, we first reduce live VM migration downtimes through a memory synchroniza-
tion technique, called FGBI. FGBI reduces the dirty memory updates which must be migrated
during each migration epoch by tracking memory at block granularity. Additionally, it determines
memory blocks with identical content and shares them to reduce the increased memory overheads
due to block-level tracking granularity, and uses a hybrid compression mechanism among dirty
blocks to reduce the migration traffic. We implement FGBI in the Xen VM and compare it with
two state-of-the-art VM migration solutions including LLM and Remus, on benchmarks including
the Apache webserver and the SPEC benchmark suite. Our experimental results reveal that FGBI
reduces the downtime by as much as ~77% and ~45% over LLM and Remus respectively, with a
performance overhead of ~13%.

We then present a lightweight, globally consistent checkpointing mechanism for VC, which check-
points the VC for immediate restoration after (one or more) VM failures. VPC predicts the
checkpoint-caused page faults during each checkpointing interval, in order to implement a lightweight
checkpointing approach for the entire VC. Additionally, it uses a globally consistent checkpoint-
ing algorithm, which preserves the global consistency of the VMs’ execution and communication
states, and only saves the updated memory pages during each checkpointing interval. Our experi-
mental results reveal that VPC reduces the solo VM downtime by as much as ~45% and reduces
the entire VC downtime by as much as ~50% over competitors including VNsnap, with a memory
overhead of ~9% and performance overhead of ~16%.

The dissertation’s third contribution is a VM resumption mechanism, called VMresume, which
restores a VM from a (potentially large) checkpoint on slow-access storage in a fast and efficient
way. VMresume predicts and preloads the memory pages that are most likely to be accessed after
the VM’s resumption, minimizing otherwise potential performance degradation due to cascading
page faults that may occur on VM resumption. Our Xen-based implementation and experimenta-
tion reveals that VM resumption time is reduced by an average of ~ 57% and VM’s unusable time
is reduced by as much as ~ 68% over native Xen’s resumption mechanism.

Based on these results, we propose two major post-preliminary research directions: 1) live VM
migration in virtualized systems without a hypervisor and 2) live VM migration in wide area net-
works (WANs). To eliminates security vulnerabilities for the entire system, we propose to remove
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the hypervisor from the virtualized system, and provide a new VM migration mechanism in such
non-hypervisor environment. Besides, to implement a efficient migration mechanism while re-
ducing the downtime across the WAN, we propose to develop a novel record/replay mechanism,
which reduces the network traffic due to transferring the dirty disk data from the source to the
target machine.
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Chapter 1

Introduction

High availability is increasingly important in today’s data centers, cloud, and cluster computing
environments. A highly available service is one that is continuously operational for a long period
of time [23]. Any downtime experienced by clients of the service may result in significant revenue
loss and customer loyalty.

Replication is a classical approach for achieving high availability through redundancy: once a
failure occurs to a service (e.g., failure of hosting node), a replica of the service takes over. Whole-
system replication is one of the most traditional instantiations: once the primary machine fails,
the running applications are taken over by a backup machine. However, whole-system replication
is usually unattractive for deployment due to several limitations. For example, maintaining con-
sistent states of the replicas may require application-level modifications (e.g., to orchestrate state
updates), often using third-party software and sometimes specialized hardware, increasing costs.
Further, since the applications directly run on the OS and therefore are not isolated from each other,
it may cause security vulnerabilities, especially in cloud environments, where applications are al-
most always second/third-party and therefore untrusted. Additionally, such systems often require
complex customized configurations, which increase maintenance costs.

Virtualization overcomes these limitations by introducing a layer of abstraction above the OS: the
virtual machine (VM). Since applications now run on the guest VM, whole-system replication can
be implemented easily and efficiently by simply saving a copy of the whole VM running on the
system, which avoids any application modifications. Also, as a guest VM is totally hardware-
independent, no additional hardware expenses are incurred. Due to the VM’s ability to encapsulate
the state of the running system, different types of OSes and multiple applications hosted on each of
those OS can run concurrently on the same machine, which enables consolidation, reducing costs.
Moreover, virtual machine monitors (VMMs) or hypervisors increase security: a VMM isolates
concurrently running OSes and applications from each other. Therefor, malicious applications
cannot impact other applications running on another OS, although they are all running on the same
machine.
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Besides these benefits, as a VM and its hosted applications are separated from the physical re-
sources, another appealing feature of a VM is the flexibility to manage the workload in a dynamic
way. If one physical machine is heavily loaded and a running VM suffers performance degradation
due to resource competition, the VM can be easily migrated to another less loaded machine with
available resources. During that migration, the applications on the source VM are still running,
and if they are network applications, their clients therefore do not observe any disruption. This
application- and client-transparent migration process is called “live migration” and is supported by
most state-of-the-art/practice virtualization systems (e.g., Xen [9], VMware [50], KVM [4]). For
small size systems, live migration can be done manually (e.g., by a system administrator). In a
large scale system such as a cloud environment, it is done automatically [53].

1.1 VM Checkpointing

To provide benefits such as high availability and dynamic resource allocation, a useful feature of
virtualization is the possibility of saving and restoring an entire VM through transparent check-
pointing. Modern virtualization systems (e.g., Xen [9], VMware [50], KVM [4]) provide a basic
checkpointing and resumption mechanism to save the running state of an active VM to a check-
point file, and also, to resume a VM from the checkpoint file to the correct suspended state. Unlike
application-level checkpointing [30, 38], VM-level checkpointing usually involves recording the
virtual CPU’s state, the current state of all emulated hardware devices, and the contents of the
running VM’s memory. VM-level checkpointing is typically a time consuming process due to
potentially large VM memory sizes (sometimes, it is impractical as the memory size may be up
to several gigabytes). Therefore, for solo VM checkpointing, often a lightweight methodology is
adopted [20,32,40,41,57], which doesn’t generate a large checkpoint file.

Downtime is the key factor for estimating the high availability of a system, since any long down-
time experience for clients may result in loss of client loyalty and thus revenue loss. Figure 1.1
illustrates a basic fault-tolerant protocol design for VM checkpointing, showing the downtime
problem under the classical primary-backup model. The VM is running on primary host and its
memory state is check-pointed and transferred to the backup host. When the VM fails, the backup
host will take over and roll-back each VM to its previous check-pointed state.

Under the Primary-Backup model, there are two types of downtime: I) the time from when the
primary host crashes until the VM resumes from the last check-pointed state on the backup host
and starts to handle client requests (shown as D1 in Figure 1.1); II) the time from when the VM
pauses on the primary (to save for the checkpoint) until it resumes (shown as D2 in Figure 1.1).
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Figure 1.1: Primary-Backup model and the downtime problem (7}: primary host crashes; 75:
client host observes the primary host crash; 75: VM resumes on backup host; D, (13 — T}): type I
downtime; Dy: type II downtime).

1.2 Checkpointing Virtual Cluster

The checkpointing size also affects the scalability of providing high availability when checkpoint-
ing multiple VMs together. A virtual cluster (VC) generalizes the VM concept for distributed
applications and systems. A VC is a set of multiple VMs deployed on different physical machines
but managed as a single entity [55]. A VC can be created to provide computation, software, data
access, or storage services to individual users, who do not require knowledge of the physical loca-
tion or configuration of the system. End-users typically submit their applications, often distributed,
to a VC, and the environment transparently hosts those applications on the underlying set of VMs.
VCs are gaining increasing attraction in the “Platform as a Service” (PaaS; e.g., Google App En-
gine [3]) and “Infrastructure as a Service” (IaaS; e.g., Amazon’s AWS/EC2 [1]) paradigms in the
cloud computing domain.

In a VC, since multiple VMs are distributed as computing nodes across different machines, the
failure of one VM can affect the states of other related VMs, and may sometimes cause them to
also fail. For example, assume that we have two VMs, V M, and V' M,, running in a VC. Say,
V M, sends some messages to VM, and then fails. These messages may be correctly received
by V' M, and may change the state of V' M,. Thus, when V' M, is rolled-back to its latest correct
check-pointed state, V' M, must also be rolled-back to a check-pointed state before the messages
were received from V' M,,. In other words, all the VMs (i.e., the entire VC) must be check-pointed
at globally consistent states.

The primary metric of high availability in VC is also downtime, as shown in Figure 1.2. Different
from the type I and II downtimes defined in Section 1.1, when discussing the VM checkpointing.
Two downtimes are of interest in the VC checkpointing: First is the VC downtime, which is the
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Figure 1.2: The downtime problem when checkpointing the VC. T}: one of the primary VM fails;
T5: the failure is observed by the VC; T5: VM resumes on backup machine; D, (15 — T7): VC
downtime; Dy: VM downtime.

time from when the failure was detected in the VC to when the VC (including all the VMs) resumes
from the last check-pointed state on the backup machine. Second is the VM downtime, which is
the time from when the VM pauses to save for the checkpoint to when the VM resumes. Obviously,
saving a smaller checkpoint costs less time than saving a larger checkpoint. Thus, a lightweight
checkpoint methodology directly reduces the VM downtime.

1.3 VM Resumption

From Figure 1.2, we also conclude that, for effective VM-level suspension and checkpointing, the
hypervisor must be able to quickly resume the VM from a check-pointed state. Clients of network
applications and other users are more inclined to suspend an idle VM if the latency magnitudes for
resumption are in the order of seconds than minutes. The ability to quickly restore from a saved
check-pointed image can also enable many other useful features, including fast relocation of VM,
quick crash recovery, testing, and debugging.

Traditional VM resumption approaches can be classified in two categories. The first solution is
to restore everything that is saved in the checkpoint, and then start VM execution. As the VM
memory size dominates the checkpoint size, this solution works well for small memory sizes (e.g.,
MBs). However, VM resumption time significantly increases (e.g., 10s of seconds) when memory
size becomes large (e.g., GBs). Figure 1.3a shows the time taken by native Xen’s save and restore
mechanisms as a function of memory size. We observe that Xen’s save/restore times are in the
order of multi-digit seconds when the memory size approaches 1GB.

In order to start the VM as quickly as possible, an alternate approach is to restore only the CPU
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Figure 1.3: Several resumption mechanism comparison.

and device states that are necessary to boot a VM, and then restore the memory data saved in the
checkpoint file after the VM starts. In this way, the VM can start very quickly. Figure 1.3b shows
the VM resumption time under Xen when only the necessary CPU/device states are restored. We
observe that, it takes ~ 1.3 seconds to resume a VM with 1GB RAM.

Since the VM is still running when restoring the memory data, its performance would not be
influenced by the VM memory size. However, with this approach, immediately after the VM starts,
performance degrades due to cascading page faults, because there is no memory page loaded to
use. Figure 1.3c shows the number of responses obtained per second for the Apache webserver
running under Xen, after the VM has been restored using this approach. We observe that, the VM
needs to wait for 14 seconds to resume normal activity.”

Therefore, to further reduce the downtime, a check-pointed VM must be resumed quickly, while
avoiding performance degradation after the VM starts.
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1.4 Summary of Current Research and Contributions

The dissertation proposal makes the following research contributions:

We first focus on reducing VM migration downtimes through a memory synchronization tech-
nique, called FGBI. FGBI reduces the dirty memory updates which must be migrated during each
migration epoch by tracking memory at block granularity. Additionally, it determines memory
blocks with identical content and shares them to reduce the increased memory overheads due to
block-level tracking granularity, and uses a hybrid compression mechanism among dirty blocks to
reduce the migration traffic.

We implement FGBI in the Xen VM and compare it with two state-of-the-art VM migration tech-
niques including LLM [23] and Remus [14], on benchmarks including the Apache webserver [2]
and the applications from the NPB benchmark suite (e.g., EP program) [5]. The reason we choose
these benchmarks is that Apache is a network intensive application, while NPB-EP is a memory
intensive application. Our experimental results reveal that FGBI reduces the type I downtime by
as much as 77% and 45%, over LLM and Remus, respectively, and reduces the type II downtime
by more than 90% and 70%, compared with LLM and Remus, respectively. Moreover, in all cases,
the performance overhead of FGBI is less than 13%.

We then present a lightweight, globally consistent checkpointing mechanism for VCs, which
checkpoints the VC for immediate restoration after (one or more) VM failures. VPC predicts
the checkpoint-caused page faults during each checkpointing interval, in order to implement a
lightweight checkpointing approach for the entire VC. Additionally, it uses a globally consistent
checkpointing algorithm, which preserves the global consistency of the VMs’ execution and com-
munication states, and only saves the updated memory pages during each checkpointing interval.

We construct a Xen-based implementation of VPC and conduct experimental studies. Our studies
reveal that, compared with past VC checkpointing/migration solutions including VNsnap [25],
VPC reduces the solo VM downtime by as much as ~45%, under the NPB benchmark [5], and
reduces the entire VC downtime by as much as ~50%, when running the distributed programs
(e.g., EP, IS) in NPB benchmark. VPC only incurs a memory overhead of no more than ~9%.
In all cases, VPC’s performance overhead is less than ~16%. Checkpointing overhead in 32, 64,
and 128 VM environments was found to result in a speedup loss that is less than ~14% under the
NPB-EP benchmark.

The dissertation’s third contribution is a VM resumption mechanism, called VMresume, that re-
stores a VM from a (potentially large) checkpoint on slow-access storage in a fast and efficient
way. VMresume predicts and preloads the memory pages that are most likely to be accessed after
the VM’s resumption, minimizing otherwise potential performance degradation due to cascading
page faults that may occur on VM resumption. Our Xen-based implementation and experimenta-
tion reveals that VM resumption time is reduced by an average of ~ 57% and VM’s unusable time
is reduced by as much as ~ 68% over native Xen’s resumption mechanism.
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1.5 Summary of Proposed Post Preliminary-Exam Work

Building upon our current research results, we propose the following work:

Live VM migration without the hypervisor. Since the hypervisor manages all the hardware re-
sources and isolates each VM from each other, it is a potential target for attacks, especially in
shared infrastructures that allow untrusted parties to run VMs (e.g., cloud environments). One
solution to this problem is to remove the hypervisor so as to eliminate the attack targeting the
hypervisor. For example, [47] presents a non-hypervisor-based virtualization system. Critical ser-
vices that are needed to enable guest VMs is then provided through a set of managers, including
the core manager, and memory manager, etc. While the core manager provides the capability to
start/stop and to suspend/resume the VM on each core, and the memory manager manages the
physical/virtual memory for each guest OS. Live VM migration in no hypervisor-based virtualiza-
tion environments, which will provide high availability with greater security, is an open problem.
! This will be our first proposed research direction.

Since cores may be shared among different guest VMs, one responsibility of a traditional hypervi-
sor is CPU scheduling. On the other hand, in non-hypervisor-based virtualized systems [47], only
one VM runs on each CPU core, which eliminates the need for CPU scheduling. Since the core
manager directly interacts with each core, via interrupts (e.g., inter-processor interrupt or IPI), to
start/stop/suspend/resume the VM, the same mechanism can also be leveraged for live migration.
Additionally, the memory manager can be leveraged to track which pages have been modified dur-
ing each migration epoch. In this way, the memory differences between two continuous epoch
could be recorded and transferred by periodically sending interrupts, which avoids having a hyper-
visor. Also, since each migration epoch is initiated by the core manager, no action performed by
the guest VM requires any hypervisor management.

Live VM migration in WANs. In contrast to live migration in Local Area Networks (LANs), which
has been the focus of our work so far, VM migration in Wide Area Networks (WANs) poses
additional challenges. When migrating a VM in a LAN, the storage of both the source and target
machines are usually shared by Network-attached storage (NAS) or Storage area network (SAN)
media. Therefore, most data that needs to be transferred in LAN-based migration is derived from
the run-time memory state of the VM. However, when migrating a VM in a WAN, besides the dirty
memory, the I/O device state and the file system must also be migrated, because they are not shared
in both source and target machines. File system sizes, in particular for I/O intensive applications,
are usually large (e.g., in the order of several GBs). Hence, our current approach that only migrates
memory data (which is usually in the order of MBs) may not scale.

A straightforward approach to do this, is to suspend the VM on the source machine, transfer its
memory data and local disk data (in the image file) to the target machine, and resume the VM by
reloading the memory and reconnecting to the file system, as done in the past [26,45,52]. How-

'In fact, [47] is the only non-hypervisor-based virtualization system that we are aware of. [47] propose a basic
migration mechanism but does not support live VM migration.
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ever, these stop/resume mechanisms suffer long downtime. In order to reduce the large amount
of disk data, several optimization techniques have been introduced — e.g., data compression dur-
ing migration [24]; content-based comparison among memory and disk data [44]. However, these
optimizations introduce new overheads. Thus, our second proposed research direction is to de-
velop scalable techniques for migrating VMs and their potentially large file systems in WANs with
minimal downtime and acceptable overhead.

We propose to develop a record/replay mechanism for low downtime VM migration in WANSs.
At the beginning of VM migration, both source and target machines are initialized with identical
VM set up. During the migration process, the running state of the source VM and its file system
activities are kept synchronized with that of the target VM by recording the write activities on the
(source) virtual file system on log files and replaying them on the (target) local file system. In
contrast to past efforts, this approach therefore avoids transferring large amount of memory or disk
data, except in the initial round.

1.6 Proposal outline

The rest of this dissertation proposal is organized as follows. Chapter 2 overviews the high avail-
ability at the VM level, and discuss past and related work on both VM and VC checkpointing
mechanisms. Chapter 3 proposes our approach (FGBI) to achieve lightweight live migration for
solo VM case, and presents our implementation and experimental evaluation compared with re-
lated efforts. Chapter 4 proposes an improved checkpointing mechanism (VPC) for the entire
VC, presents the globally consistent checkpointing mechanism used in VPC, and summarize the
evaluation results. Chapter 5 proposes a fast VM resumption mechanism (VMresume) based on
a predictive checkpointing approach, and compare its performance with native Xen’s resumption
mechanism. We conclude the proposal in Chapter 6.



Chapter 2

Related Work

To achieve high availability, currently there exist many virtualization-based live migration tech-
niques [22,42,56]. Two representatives are Xen live migration [12] and VMware VMotion [34],
which share similar pre-copy strategies. During migration, physical memory pages are sent from
the source (primary) host to the new destination (backup) host, while the VM continues running
on the source host. Pages modified during the replication must be re-sent to ensure consistency.
After a bounded iterative transferring phase, a very short stop-and-copy phase is executed, during
which the VM is halted, the remaining memory pages are sent, and the destination VMM is sig-
naled to resume the execution of the VM. However, these pre-copy methods incur significant VM
downtimes, as the evaluation results in [17] show.

2.1 High Availability with VM

Remus [14] is now part of the official Xen repository. It achieves high availability by maintaining
an up-to-date copy of a running VM on the backup host, which automatically activates if the
primary host fails. Remus (and also LLM [23]) copies over dirty data after memory update, and
uses the memory page as the granularity for copying. However, the dirty data tracking method is
not efficient, as shown in [28] (we also illustrate this inefficiency in Section 3.1). Thus, our goal in
this dissertation proposal is to further reduce the size of the memory transferred from the primary
to the backup host, by introducing a fine-grained mechanism.

Lu et al. [28] used three memory state synchronization techniques to achieve high availability in
systems such as Remus: dirty block tracking, speculative state transferring and active backup. The
first technology is similar to our proposed method, however, it incurs additional memory associated
overhead. For example, when running the Exchange workload in their evaluation, the memory
overhead is more than 60%. Since main memory is always a scarce resource, the high percentage
overhead is a problem. Different from these authors’ work, we reduce memory overhead incurred
by FGBI by integrating a new memory blocks sharing mechanism, and a hybrid compression
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method when transferring the memory update.

To solve the memory overhead problems under Xen-based systems, there are several ways to har-
ness memory redundancy in VMs, such as page sharing and patching. Past efforts showed the
memory sharing potential in virtualization-based systems. Working set changes were examined
in [12,49], and their results showed that changes in memory were crucial for the migration of VMs
from host to host. For a guest VM with 512 MB memory assigned, low loads changed roughly
20 MB, medium loads changed roughly 80 MB, and high loads changed roughly 200 MB. Thus,
normal workloads are likely to occur between these extremes. The evaluation in [12,49] also re-
vealed the amount of memory changes (within minutes) in VMs running different light workloads.
None of them changed more than 4 MB of memory within two minutes. The Content-Based Page
Sharing (CBPS) method [51] also illustrated the sharing potential in memory. CBPS was based
on the compare-by-hash technique introduced in [18, 19]. As claimed, CBPS was able to identify
as much as 42.9% of all pages as sharable, and reclaimed 32.9% of the pages from ten instances
of Windows NT doing real-world workloads. Nine VMs running Redhat Linux were able to find
29.2% of sharable pages and reclaimed 18.7%. When reduced to five VMs, the numbers were
10.0% and 7.2%, respectively.

To share memory pages efficiently, recently, the Copy-on-Write (CoW) sharing mechanism was
widely exploited in the Xen VMM [46]. Unlike the sharing of pages within an OS that uses CoW
in a traditional way, in virtualization, pages are shared between multiple VMs. Instead of using
CoW to share pages in memory, we use the same idea in a more fine-grained manner, i.e., by
sharing among smaller blocks. The Difference Engine project demonstrates the potential memory
savings available from leveraging a combination of page sharing, patching, and in-core memory
compression [17]. It shows the huge potential of harnessing memory redundancy in VMs. How-
ever, Difference Engine also suffers from complexity problems when using the patching method.
It needs additional modifications to Xen. We will present our corresponding mechanism and ad-
vantages over Difference Engine in Section 3.1.1.

Besides high availability systems such as Remus, LLM, and Kemari [48], which use the pre-copy
mechanism, there are also other related works that focus on migration optimization. Post-copy
based migration [21] is proposed to address the drawbacks of pre-copy based migration. The
experimental evaluation in [21] shows that the migration time using the post-copy method is less
than the pre-copy method, under SPECweb2005 and Linux Kernel Compile benchmarks. However,
its implementation only supports PV guests as the mechanism for trapping memory accesses and
utilizes an in-memory pseudo-paging device in the guest OS. Since the post-copy mechanism needs
to modify the guest OS, it is not so much widely used as the pre-copy mechanism.

2.2 VM and VC Checkpointing Mechanisms

Checkpointing is a commonly used approach for achieving high availability. Checkpoints can be
taken at different levels of abstraction. Application-level checkpointing is one of the most widely
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used methods. For example, Lyubashevskiy et al. [30] develop a file operation wrapper layer
with which a copy-on-write file replica is generated while keeping the old data unmodified. Pei
et al. [38] wrap standard file I/O operations to buffer file changes between checkpoints. However,
these checkpointing tools require modifying the application code, and thus, they are not transparent
to applications.

OS-level checkpointing solutions have also been widely studied. For example, Libckpt [39] is an
open-source, portable checkpointing tool for UNIX. It mainly focuses on performance optimiza-
tion, and only supports single-threaded processes. Osman et al. [36] present Zap, which decouples
protected processes from dependencies to the host operating system. A thin virtualization layer is
inserted above the OS to support checkpointing without any application modification. However,
these solutions are highly context-specific and often require access to the source code of the OS
kernel, which increases OS-dependence. In contrast, VPC doesn’t require any modification to the
guest OS kernel or the application running on the VM.

Our work focuses on checkpointing at the VM-level. VM-level checkpointing can be broadly clas-
sified into two categories: stop-and-save checkpointing and checkpointing through live migration.
In the first category, a VM is completely stopped, its state is saved in persistent storage, and then
the VM is resumed [33]. This technique is easy to implement, but incurs a large system down-
time during checkpointing. Live VM migration is designed to avoid such large downtimes — e.g.,
VMWare’s VMotion [34], Xen Live Migration [12]. During migration, physical memory pages
are sent from the source (primary) host to the destination (backup) host, while the VM continues
to run on the source host. Pages modified during replication must be re-sent to ensure consistency.
After a bounded iterative transferring phase, a very short stop-and-copy phase is executed, during
which the VM is halted, the remaining memory pages are sent, and the destination hypervisor is
signaled to resume the execution of the VM.

Disk-based VM checkpointing have also been studied. For example, efforts such as CEVM [11]
create a VM replica on a remote node via live migration. These techniques employ copy-on-write
to create a replica image of a VM with low downtime. The VM image is then written to disk in the
background or by a separate physical node. However, disk-based VM checkpointing is often costly
and unable to keep up with high frequency checkpointing (e.g., tens per second). Remus [14] uses
high frequency checkpointing to handle hardware fail-stop failures on a single host with whole-
system migration. It does this by maintaining a completely up-to-date copy of a running VM on
the backup machine, which automatically activates if the primary machine fails. However, Remus
incurs large overhead (overhead reported in [14] is approximately 50% for a checkpointing interval
of 50ms).

Multi-VM checkpointing mechanisms — our target problem space — have also been studied. The
only efforts in this space that we are aware of include VirtCFT [55], VCCP [35], and VNsnap [25].
VirtCFT provides high availability for virtual clusters by checkpointing individual VMs to addi-
tional backup hosts. VirtCFT adopts a two-phase commit coordinated-blocking algorithm [10]
(assuming FIFO communication channels) as the global checkpointing algorithm. A checkpoint
coordinator broadcasts checkpointing requests to all VMs and waits for two-phase acknowledge-
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ments. Since the checkpoint algorithm is FIFO-channel based, the network must be FIFO, which
limits the scope of the work, or such channels must be emulated (e.g., using overlays), increasing
overheads. Besides, as VirtCFT uses a checkpoint coordinator that communicates (several times)
with each VM during a checkpoint period, the downtime is increased due to additional communica-
tion delays. VCCP also relies on reliable FIFO transmission to implement a blocking coordinated
checkpointing algorithm. Due to its coordination algorithm, VCCP suffers from the overheads of
capturing in-transit Ethernet frames and VM coordination before checkpointing.

Based on a nonblocking distributed snapshot algorithm, VNsnap [25] takes global snapshots of
virtual networked environments and does not require reliable FIFO data transmission. VNsnap
runs outside a virtual networked environment, and thus does not require any modifications to soft-
ware running inside the VMs. The work presents two checkpointing daemons, called VNsnap-disk
and VNsnap-memory. These solutions generate a large checkpoint size, which is at least the guest
memory size. Also, VNsnap-memory stores the checkpoints in memory, which duplicates the
memory, resulting in roughly 100% memory overhead. Additionally, their distributed snapshot
algorithm (which is a variant of [31]) uses the “receive-but-drop” strategy, which would cause
temporary backoff of active TCP connections inside the virtual network after checkpointing. The
TCP backoff time is non-negligible and seriously affects the downtime. In Section 4.3.3, we ex-
perimentally compare VPC with VNsnap, and show VC downtime improvements by as much as
60%.



Chapter 3

Lightweight Live Migration for Solo VM

In this chapter, we first overview the integrated FGBI design, including some necessary prelim-
inaries about the memory saving potential. We then present the FGBI architecture, explain each
component, and discuss the execution flow and other implementation details. Finally we show our
evaluation results by comparing with related work.

3.1 FGBI Design and Implementation

Remus and LLM track memory updates by keeping evidence of the dirty pages at each migration
epoch. Remus uses the same page size as Xen (for x86, this is 4KB), which is also the granularity
for detecting memory changes. However, this mechanism is not efficient. For instance, no matter
what changes an application makes to a memory page, even just modify a boolean variable, the
whole page will still be marked dirty. Thus, instead of one byte, the whole page needs to be
transferred at the end of each epoch. Therefore, it is logical to consider tracking the memory
update at a finer granularity, like dividing the memory into smaller blocks.

We propose the FGBI mechanism which uses memory blocks (smaller than page sizes) as the
granularity for detecting memory changes. FGBI calculates the hash value for each memory block
at the beginning of each migration epoch. Then it uses the same mechanism as Remus to detect
dirty pages. However, at the end of each epoch, instead of transferring the whole dirty page, FGBI
computes new hash values for each block and compares them with the corresponding old values.
Blocks are only modified if their corresponding hash values do not match. Therefore, FGBI marks
such blocks as dirty and replaces the old hash values with the new ones. Afterwards, FGBI only
transfers dirty blocks to the backup host.

However, because of using block granularity, FGBI introduces new overhead. If we want to ac-
curately approximate the true dirty region, we need to set the block size as small as possible. For
example, to obtain the highest accuracy, the best block size is one bit. That is impractical, because

13
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it requires storing an additional bit for each bit in memory, which means that we need to double
the main memory. Thus, a smaller block size leads to a greater number of blocks and also requires
more memory for storing the hash values. Based on these past efforts illustrating the memory
saving potential (section 2.1), we present two supporting techniques: block sharing and hybrid
compression. These are discussed in the subsections that follow.

3.1.1 Block Sharing and Hybrid Compression Support

From the memory saving results of related work (section 2.1), we observe that while running
normal workloads on a guest VM, a large percentage of memory is usually not updated. For
this static memory, there is a high probability that pages can be shared and compressed to reduce
memory usage.

Block Sharing. Note that these past efforts [12,18,19,49,51] use the memory page as the sharing
granularity. Thus, they still suffer from the “one byte differ, both pages cannot be shared” problem.
Therefore, we consider using a smaller block in FGBI as the sharing granularity to reduce memory
overhead.

The Difference Engine project [17] also illustrates the potential savings due to sub-page sharing,
both within and across virtual machines, and achieves savings up to 77%. In order to share memory
at the sub-page level, the authors construct patches to represent a page as the difference relative to a
reference page. However, this patching method requires selected pages to be accessed infrequently,
otherwise the overhead of compression/decompression outweighs the benefits. Their experimental
evaluations reveal that patching incurs additional complexity and overhead when running memory-
intensive workloads on guest VMs (from results for “Random Pages” workload in [17]).

Unlike Difference Engine, we use a straightforward sharing technique to reduce the complexity.
The goal of our sharing mechanism is to eliminate redundant copies of identical blocks. We share
blocks and compare hash values in memory at runtime, by using a hash function to index the
contents of every block. If the hash value of a block is found more than once in an epoch, there is
a good probability that the current block is identical to the block that gave the same hash value. To
ensure that these blocks are identical, they are compared bit by bit. If the blocks are identical, they
are reduced to one block. If, later on, the shared block is modified, we need to decide which of the
original constituent blocks has been updated and will be transferred.

Hybrid Compression. Compression techniques can be used to significantly improve the perfor-
mance of live migration [24]. Compressed dirty data takes shorter time to be transferred through
the network. In addition, network traffic due to migration is significantly reduced when much less
data is transferred between primary and backup hosts. Therefore, for dirty blocks in memory, we
consider compressing them to reduce the amount of transferred data.

Before transmitting a dirty block, we check for its presence in an address-indexed cache of pre-
viously transmitted blocks (through pages). If there is a cache hit, the whole page (including this
memory block) is XORed with the previous version, and the differences are run-length encoded
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Figure 3.1: The FGBI architecture with sharing and compression support.

(RLE). At the end of each migration epoch, we send only the delta from a previous transmission
of the same memory block, so as to reduce the amount of migration traffic in each epoch. Since
smaller amount of data is transferred, the total migration time and downtime can both be decreased.

However, in the current migration epoch, there still may remain a significant fraction of blocks
that is not present in the cache. In these cases, we find that Wilson et. al. [15] claims that there
are a great number of zero bytes in the memory pages (so as in our smaller blocks). For this
kind of block, we just scan the whole block and record the information about the offset and value
of nonzero bytes. And for all other blocks with weak regularities, a universal algorithm with
high compression ratio is appropriate. Here we use a general-purpose and very fast compression
technique, zlib [7], to achieve a higher degree of compression.

3.1.2 Architecture

We implement the FGBI mechanism integrated with sharing and compression support, as shown
in Figure 3.1. In addition to LLLM, which is labeled as “LLM Migration Manager” in the figure,
we add a new component, shown as “FGBI”, and deploy it at both Domain 0 and guest VM.

For easiness in presentation, we divide FGBI into three main components:

1) Dirty Identification: It uses the hash function to compute the hash value for each block, and
identify the new update through the hash comparison at the end of migration epoch. It has three
subcomponents:

Block Hashing: 1t creates a hash value for each memory block;

Hash Indexing: 1t maintains a hash table based on the hash values generated by the Block Hashing
component. The entry in the content index is the hash value that reflects the content of a given
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block;
Block Comparison: It compares two blocks to check if they are bitwise identical.
2) Block Sharing Support: It handles sharing of bitwise identical blocks.

3) Block Compression: It compresses all the dirty blocks on the primary side, before transferring
them to the backup host. On the backup side, after receiving the compressed blocks, it decom-
presses them first before using them to resume the VM.

Basically, the Block Hashing component produces hash values for all blocks and delivers them to
the Hash Indexing component. The Hash Indexing and Block Comparison components then check
the hash table to determine whether there are any duplicate blocks. If so, the Hash Comparison
component requests the Block Sharing Support component to update the shared blocks informa-
tion. At the end of each epoch, the Block Compression component compresses all the dirty blocks
(including both shared and not shared).

In this architecture, the components are divided between the privileged VM Domain 0 and the
guest VMs. The VMs contain the Block Sharing Support component. We house the Block Sharing
Support component in the guest VMs to avoid the overhead of using shadow page tables (SPTs).
Each VM also contains a Block Hashing component, which means that it has the responsibility
of hashing its address space. The Dirty Identification component is placed in the trusted and
privileged Domain 0. It receives hash values of the hashed blocks generated by the Block Hashing
component in the different VMs.

3.1.3 FGBI Execution Flow

Figure 3.2 describes the execution flow of the FGBI mechanism. The numbers on the arrows in the
figure correspond to numbers in the enumerated list below:

1) Hashing: At the beginning of each epoch, the Block Hashing components at the different guest
VMs compute the hash value for each block.

2) Storing: FGBI stores and delivers the hash key of the hashed block to the Hash Indexing com-
ponent.

3) Index Lookup: It checks the content index for identical keys, to determine whether the block
has been seen before. The lookup can have two different outcomes:

Key not seen before: Add it to the index and proceed to step 6.
Key seen before: An opportunity to share, so request block comparison.

4) Block Comparison: Two blocks are shared if they are bitwise identical. Meanwhile, it notifies
the Block Sharing Support Components on corresponding VMs that they have a block to be shared.
If not, there is a hash collision, the blocks are not shared, and proceed to step 6.
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Figure 3.2: Execution flow of FGBI mechanism.

5) Shared Block Update: If two blocks are bitwise identical, then store the same hash value for
both blocks. Unless there is a write update to this shared block, it doesn’t need to be compared at
the end of the epoch.

6) Block Compression: Before transferring, compress all the dirty blocks.
7) Transferring: At the end of epoch, there are three different outcomes:

Block is not shared: FGBI computes the hash value again and compares with the corresponding
old value. If they don’t match, mark this block as dirty, compress and send it to the backup host.
Repeat step 1 (which means begin the next migration epoch).

Block is shared but no write update: It means that either block is modified during this epoch.
Thus, there is no need to compute hash values again for this shared block, and therefore, there is
no need to make comparison, compression, or transfer either. Repeat step 1.

Block is shared and write update occurs: This means that one or both blocks have been modified
during this epoch. Thus, FGBI needs to check which one is modified, and then compress and send
the dirty one or both to the backup host. Repeat step 1.

3.2 Evaluation and Results

We experimentally evaluated the performance of the proposed techniques (i.e., FGBI, sharing, and
compression), which is simply referred to here as the FGBI mechanism. We measured downtime
and overhead under FGBI, and compared the result with that under LLLM and Remus.
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3.2.1 Experimental Environment

Our experimental platform included two identical hosts (one as primary and the other as backup),
each with an IA32 architecture processor (Intel Core 2 Duo Processor E6320, 1.86 GHz), and 3
GB RAM. We set up a 1 Gbps network connection between the two hosts, which is specifically
used for migration. In addition, we used a separate machine as a network client to transmit service
requests and examine the results based on the responses. We built Xen 3.4 from source [54], and
let all the protected VMs run PV guests with Linux 2.6.18. The VMs were running CentOS Linux,
with a minimum of services executing, e.g., sshd. We allocated 256 MB RAM for each guest VM,
the file system of which is an image file of 3 GB shared by two machines using NFS. Domain 0
had a memory allocation of 1 GB, and the remaining memory was left free. The Remus patch we
used was the nearest 0.9 version [13]. We compiled the LLLM source code and installed its modules
into Remus.

Our experiments used the following VM workloads under the Primary-Backup model:

Static web application: We used Apache 2.0.63 [2]. Both hosts were configured with 100 simul-
taneous connections, and repetitively downloaded a 256KB file from the web server. Thus, the
network load will be high, but the system updates are not so significant.

Dynamic web application: SPECweb99 is a complex application-level benchmark for evaluating
web servers and the systems that host them. This benchmark comprises a web server, serving a
complex mix of static and dynamic page (e.g., CGI script) requests, among other features. Both
hosts generate a load of 100 simultaneous connections to the web server [8].

Memory-intensive application: Since FGBI is proposed to solve the long downtime problem under
LLM, especially when running heavy computational workloads on the guest VM, we continued
our evaluation by comparing FGBI with LLM/Remus under a set of industry-standard workloads,
specifically NPB and SPECsys.

1. NPB-EP: This benchmark is derived from CFD codes, and is a standard measurement proce-
dure used for evaluating parallel programs. We selected the Kernel EP program from the NPB
benchmark [5], because the scale of this program set is moderate and its memory access style is
representative. Therefore, this example involves high computational workloads on the guest VM.

2. SPECsys: This benchmark measures NFS (version 3) file server throughput and response time
for an increasing load of NFS operations (lookup, read, write, and so on) against the server over
file sizes ranging from 1 KB to 1 MB. The page modification rate when running SPECsfs has
previously been reported as approximately 10,000 dirty pages/second [8], which is approximately
40% of the link capacity on a 1 Gbps network.

To ensure that our experiments are statistically significant, each data point is averaged from twenty
sample values. The standard deviation computed from the samples is less than 7.6% of the mean
value.
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Figure 3.3: Type I downtime comparison under different benchmarks.

3.2.2 Downtime Evaluations

Type I Downtime.

Figures 3.3a, 3.3b, 3.3c, and 3.3d show the type I downtime comparison among FGBI, LLM, and
Remus mechanisms under Apache, NPB-EP, SPECweb, and SPECsys applications, respectively.
The block size used in all experiments is 64 bytes. For Remus and FGBI, the checkpointing period
is the time interval of system update migration, whereas for LLLM, the checkpointing period repre-
sents the interval of network buffer migration. By configuring the same value for the checkpointing
frequency of Remus/FGBI and the network buffer frequency of LLM, we ensure the fairness of the
comparison. We observe that Figures 3.3a and 3.3b show a reverse relationship between FGBI and
LLM. Under Apache (Figure 3.3a), the network load is high but system updates are rare. There-
fore, LLM performs better than FGBI, since it uses a much higher frequency to migrate the network
service requests. On the other hand, when running memory-intensive applications (Figures 3.3b
and 3.3d), which involve high computational loads, LLM endures a much longer downtime than
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Application Remus downtime LLM downtime FGBI downtime
idle 64ms 69ms 66ms
Apache 1032ms 687ms 533ms
NPB-EP 1254ms 16683ms 314ms

Table 3.1: Type II downtime comparison.

FGBI (even worse than Remus).

Although SPECweb is a web workload, it still has a high page modification rate, which is ap-
proximately 12,000 pages/second [12]. In our experiment, the 1 Gbps migration link is capable of
transferring approximately 25,000 pages/second. Thus, SPECweb is not a lightweight computa-
tional workload for these migration mechanisms. As a result, the relationship between FGBI and
LLM in Figure 3.3c is more similar to that in Figure 3.3b (and also Figure 3.3d), rather than Fig-
ure 3.3a. In conclusion, compared with LLM, FGBI reduces the downtime by as much as ~77%.
Moreover, compared with Remus, FGBI yields a shorter downtime, by as much as ~31% under
Apache, ~45% under NPB-EP, ~39% under SPECweb, and ~35% under SPECsys.

Type II Downtime. Table 3.1 shows the type II downtime comparison among Remus, LLM, and
FGBI mechanisms under different applications. We have three main observations: (1) Their down-
time results are very similar for the idle run. This is because, Remus is a fast checkpointing mech-
anism and both LLLM and FGBI are based on it. Memory updates are rare during the idle run, so
the type II downtime in all three mechanisms is short. (2) When running the NPB-EP application,
the guest VM memory is updated at a high frequency. When saving the checkpoint, LLM takes
much more time to save huge dirty data caused by its low memory transfer frequency. Therefore,
in this case FGBI achieves a much lower downtime than Remus (more than 70% reduction) and
LLM (more than 90% reduction). (3) When running the Apache application, the memory update is
not so much as that when running NPB, but memory update is more than that during the idle run.
The downtime results shows that FGBI still outperforms both Remus and LLM.

3.2.3 Overhead Evaluations

Figure 3.4a shows the overhead during VM migration. The figure compares the applications’
runtime with and without migration, under Apache, SPECweb, NPB-EP, and SPECsys, with the
size of the fine-grained blocks varying from 64 bytes to 128 bytes and 256 bytes. We observe that
in all cases the overhead is low, no more than 13% (Apache with 64 bytes block). As discussed
in Section 3.1.1, the smaller the block size that FGBI chooses, greater is the memory overhead
that it introduces. In our experiments, the smaller block size that we chose is 64 bytes, so this is
the worst case overhead compared with the other block sizes. Even in this “worst” case, under all
these benchmarks, the overhead is less than 8.21%, on average.
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Figure 3.4: Overhead Measurements.

In order to understand the respective contributions of the three proposed techniques (i.e., FGBI,
sharing, and compression), Figure 3.4b shows the breakdown of the performance improvement
among them under the NPB-EP benchmark. It compares the downtime between integrated FGBI
(which we use for evaluation in this Section), FGBI with sharing but no compression support, FGBI
with compression but no sharing support, and FGBI without sharing nor compression support,
under the NPB-EP benchmark. As previously discussed, since NPB-EP is a memory-intensive
workload, it should present a clear difference among the three techniques, all of which focus on
reducing the memory-related overhead. We do not include the downtime of LLM here, since for
this compute-intensive benchmark, LLLM incurs a very long downtime, which is more than 10 times
the downtime that FGBI incurs.

We observe from Figure 3.4b that if we just use the FGBI mechanism without integrating sharing or
compression support, the downtime is reduced, compared with that of Remus in Figure 3.3b, but it
is not significant (reduction is no more than twenty percent). However, compared with FGBI with
no support, after integrating hybrid compression, FGBI further reduces the downtime, by as much
as 22%. We also obtain a similar benefit after adding the sharing support (downtime reduction is a
further ~26%). If we integrate both sharing and compression support, the downtime is reduced by
as much as ~33%, compared with FGBI without sharing or compression support.

3.3 Summary

One of the primary bottlenecks on achieving high availability in virtualized systems is downtime.
We presented a novel fine-grained block identification mechanism, called FGBI, that reduces the
downtime in lightweight migration systems. In addition, we developed a memory block sharing
mechanism to reduce the memory and computational overheads due to FGBI. We also developed a
dirty block compression support mechanism to reduce the network traffic at each migration epoch.
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We implemented FGBI with the sharing and compression mechanisms and integrated them with
the LLM lightweight migration system. Our experimental evaluations reveal that FGBI overcomes
the downtime disadvantage of LLM by more than 90%, and of Xen/Remus by more than 70%. In
all cases, the performance overhead of FGBI is less than 13%.



Chapter 4

Scalable, Low Downtime Checkpointing for
Virtual Clusters

In this chapter, we first present the basic and improved checkpointing mechanisms used in our VPC
design, explaining the reason why we implement a high frequency checkpointing mechanism. We
then overview the consistency problem when designing a distributed checkpointing approach, and
propose the globally consistent checkpointing algorithm used in the VPC design. Finally we show
our evaluation results by comparing with previous VM and VC checkpointing mechanisms.

4.1 Design and Implementation of VPC

4.1.1 Lightweight Checkpointing Implementation

Since a VC may have hundreds of VMs, to implement a scalable lightweight checkpointing mech-
anism for the VC, we need to checkpoint/resume each VM with minimum possible overhead. To
completely record the state of an individual VM, checkpointing typically involves recording the
virtual CPU’s state, the current state of all emulated hardware devices, and the contents of the guest
VM’s memory. Compared with other preserved states, the amount of the guest VM memory which
needs to be check-pointed dominates the size of the checkpoint. However, with the rapid growth of
memory in VMs (several gigabytes are not uncommon), the size of the checkpoint easily becomes
a bottleneck. One solution to alleviate this problem is incremental checkpointing [32, 40,41, 57],
which minimizes the checkpointing overhead by only synchronizing the dirty pages during the lat-
est checkpoint. A page fault-based mechanism is typically used to determine the dirty pages [20].
We first use incremental checkpointing in VPC.

We deploy a VPC agent that encapsulates our checkpointing mechanism on every machine. For
each VM on a machine, in addition to the memory space assigned to its guest OS, we assign a
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small amount of additional memory for the agent to use. During system initialization, we save the
complete image of each VM’s memory on the disk. To differentiate this state from ‘“checkpoint,”
we call this state, “non-volatile copy”. After the VMs start execution, the VPC agents begin saving
the correct state for the VMs. For each VM, at the beginning of a checkpointing interval, all
memory pages are set as read-only. Thus, if there is any write to a page, it will trigger a page
fault. Since we leverage the shadow-paging feature of Xen, we are able to control whether a page
is read-only and to trace whether a page is dirty. When there is a write to a read-only page, a page
fault is triggered and reported to the Xen hypervisor, and we save the current state of this page.

When a page fault occurs, this memory page is set as writeable, but VPC doesn’t save the modified
page immediately, because there may be another new write to the same page in the same interval.
Instead, VPC adds the address of the faulting page to the list of changed pages and removes the
write protection from the page so that the application can proceed with the write. At the end of
each checkpointing interval, the list of changed pages contains all the pages that were modified in
the current checkpointing interval. VPC copies the final state of all modified pages to the agent’s
memory, and resets all pages to read-only again. A VM can then be paused momentarily to save the
contents of the changed pages (which also contributes to the VM’s downtime). In addition, we use
a high frequency checkpointing mechanism (Section 4.1.2), which means that each checkpointing
interval is set to be very small, and therefore, the number of updated pages in an interval is small
as well. Thus, it is unnecessary to assign large memory to each VPC agent. (We discuss VPC’s
memory overhead in Section 4.3.4.)

Note that, this approach incurs a page fault whenever a read-only page is modified. When running
memory-intensive workloads on the guest VM, handling so many page faults affects scalability. On
the other hand, according to the principle of locality on memory accesses, recently updated pages
tend to be updated again (i.e., spatial locality) in the near future (i.e., temporal locality). In VPC, we
set the checkpointing interval to be small (tens to hundreds of milliseconds). So similarly, the dirty
pages also follow this principle. Therefore, we use the updated pages in the previous checkpointing
interval to predict the pages which will be updated in the upcoming checkpointing interval — i.e.,
by pre-marking the predicted pages as writable at the beginning of the next checkpointing interval.
By this improved incremental checkpointing methodology, we reduce the number of page faults.

The page table entry (PTE) mechanism is supported by most current generation processors. For
predicting the dirty pages, we leverage one control bit in the PTE: accessed (A) bit. The accessed
bit is set to enable or disable write access for a page. Similar to our incremental checkpointing
approach, for each VM, at the beginning of a checkpointing interval, all memory pages are set as
read-only (accessed bit is cleared as “0”). Thus, if there is any write to a page, it will trigger a page
fault, and the accessed bit is set to “1.” However, unlike our incremental checkpointing approach,
after the dirty pages in a checkpointing interval are saved in the checkpoint, we do not clear the
accessed bits of these newly updated pages at the end of a checkpointing interval. Instead, the
accessed bits of these pages are kept as writeable to allow write during the next interval. At the
end of the next interval, we track whether these pages were actually updated or not. If they were
not updated, their accessed bits are cleared, which means that the corresponding pages are set as
read-only again. Our experimental evaluation shows that, this approach further reduces the (solo)
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Figure 4.1: Two execution cases under VPC.

VM downtime (Section 4.3.2).

4.1.2 High Frequency Checkpointing Mechanism

VPC uses a high frequency checkpointing mechanism. Our motivation for this methodology is that,
several previous fault injection experiments [27,37,43] have shown that most system crashes occur
due to transient failures. For example, in the Linux kernel [16], after an error happens, around 95%
of crashes occur within 100 million CPU cycles, which means that, for a 2 GHz processor, the error
latency is very small (within 50ms).

Suppose the error latency is 7, and the checkpointing interval is 7. Thus, as long as 7, < T, the
probability of an undetected error affecting the checkpoint is small. For example, if more than 95%
of the error latency is less than 7, the possibility of a system failure caused by an undetected error
is less than 5%. Therefore, as long as 7. (application-defined) is no less than 7, (in this example,
it is 50ms), the checkpoint is rarely affected by an unnoticed error. Thus, this solution is nearly
error-free by itself. On the other hand, if the error latency is small, so is the checkpointing interval
that we choose. A smaller checkpointing interval means a high frequency methodology.

In VPC, for each VM, the state of its non-volatile copy is always one checkpointing interval behind
the current VM’’s state except the initial state. This means that, when a new checkpoint is generated,
it is not copied to the non-volatile copy immediately. Instead, the last checkpoint will be copied
to the non-volatile copy. The reason is that, there is a latency between when an error occurs and
when the failure caused by that error is detected.

For example, in Figure 4.1, an error happens at time ¢, and causes the system to fail at time ¢;.
Since most error latencies are small, in most cases, t; — ty < 7.. In case A, the latest checkpoint
is chpl, and the system needs to roll-back to the state S; by resuming from the checkpoint chpl.
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However, in case B, an error happens at time ¢, and then a new checkpoint chp3 is saved. After
the system moves to the state S3, this error causes a failure at time t3. Here, we assume that
ts — to < T.. But, if we choose chp3 as the latest correct checkpoint and roll the system back to
the state S5, after resumption, the system will fail again. We can see that, in this case, the latest
checkpoint should be chp2, and when the system crashes, we should roll it back to the state S5, by
resuming from the checkpoint chp?2.

VPC is a lightweight checkpointing mechanism, because, for each protected VM, the VPC agent
stores only a small fraction of, rather than the entire VM image. For a guest OS occupying hundreds
of megabytes of memory, the VPC checkpoint is no more than 20MB. In contrast, past efforts such
as VNsnap [25] duplicates the guest VM memory and uses the entire additional memory as the
checkpoint size. In VPC, with small amount of memory, we can store multiple checkpoints for
different VMs running on the same machine. Meanwhile, as discussed in Section 1.2, the size of
the checkpoint directly influences the VM downtime. This lightweight checkpointing methodology
reduces VPC’s downtime during the checkpointing interval. (We evaluate VPC’s downtime in
Section 4.3.2.)

4.2 Distributed Checkpoint Algorithm in VPC

4.2.1 Communication Consistency in VC

To compose a globally consistent state of all the VMs in the VC, the checkpoint of each VM must
be coordinated. Besides checkpointing each VM’s correct state, it is also essential to guarantee
the consistency of all communication states within the virtual network. Recording the global state
in a distributed system is non-trivial because there is no global memory or clock in a traditional
distributed computing environment. So the coordination work must be done in the presence of
non-synchronized clocks for a scalable design.

We illustrate the message communication with an example in Figure 4.2. The messages exchanged
among the VMs are marked by arrows going from the sender to the receiver. The execution line
of the VMs is separated by their corresponding checkpoints. The upper part of each checkpoint
corresponds to the state before the checkpoint and the lower part of each checkpoint corresponds
to the state after the checkpoint. A global checkpoint (consistent or not) is marked as the “cut”
line, which separates each VM’s timeline into two parts.

We can label the messages exchanged in the virtual network into three categories:

1) The state of the message’s source and the destination are on the same side of the cut line. For
example, in Figure 4.2, both the source state and the destination state of message m, are above the
cut line. Similarly, both the source state and the destination state of message mo are under the cut
line.

2) The message’s source state is above the cut line while the destination state is under the cut line,
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Figure 4.2: The definition of global checkpoint.

like message ms.

3) The message’s source state is under the cut line while the destination state is above the cut line,
like message my.

For these three types of messages, we can see that a globally consistent cut must ensure the delivery
of type (1) and type (2) messages, but must avoid type (3) messages. For example, consider the
message my in Figure 4.2. In VM3’s checkpoint saved on the cut line, my is already recorded as
being received. However, in VM4’s checkpoint saved on the same cut line, it has no record that
my has been sent out. Therefore, the state saved on VM4’s global cut is inconsistent, because in
VM4’s view, VM3 receives a message m,, which is sent by no one.

4.2.2 Globally Consistent Checkpointing Design in VPC

Several past approaches [35, 55] require FIFO channels to implement globally consistent check-
pointing. There are several limitations in these approaches such as the high overheads of capturing
in-transit Ethernet frames and VM coordination before checkpointing. Therefore, in VPC design,
we modify a distributed checkpointing algorithm for non-FIFO channels [31]. For completeness,
we summarize Mattern’s algorithm here. This algorithm relies on vector clocks, and uses a single
initiator process. At the beginning, a global snapshot is planned to be recorded at a future vector
time s. The initiator broadcasts this time s and waits for acknowledgements from all the recipients.
When a process receives the broadcast, it remembers the value s and acknowledges the initiator.
After receiving all acknowledgements, the initiator increases its vector clock to s and broadcasts
a dummy message. On the receiver’s side, it takes a local snapshot, sends it to the initiator, and
increases its clock to a value larger than s. Finally, the algorithm uses a termination detection
scheme for non-FIFO channels to decide whether to terminate the algorithm.
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We develop a variant of this classic algorithm, as the basis of our lightweight checkpointing mech-
anism. As illustrated before, type (3) messages are unwanted, because they are not recorded in any
source VM’s checkpoints, but they are already recorded in some checkpoints of a destination VM.
In VPC, there is always a correct state for a VM, recorded as the non-volatile copy in the disk. As
explained in Section 4.1.2, the state of the non-volatile copy is one checkpointing interval behind
the current VM’s state, because we copy the last checkpoint to the non-volatile copy only when
we get a new checkpoint. Therefore, before a checkpoint is committed by saving to non-volatile
copy, we buffer all the outgoing messages in the VM during the corresponding checkpointing in-
terval. Thus, type (3) messages are never generated, because the buffered messages are unblocked
only after saving their information by copying the checkpoint to the non-volatile copy. Our algo-
rithm works under the assumption that the buffering messages will not be lost or duplicated. (This
assumption can be overcome by leveraging classical ideas, e.g., as in TCP.)

In VPC, there are multiple VMs running on different machines connected within the network.
One of the machines is chosen to deploy the VPC Initiator, while the protected VMs run on the
primary machines. The Initiator can be running on a VM which is dedicated to the checkpoint-
ing service. It doesn’t need to be deployed on the privileged guest system like the Domain 0 in
Xen. When VPC starts to record the globally consistent checkpoint, the Initiator broadcasts the
checkpointing request and waits for acknowledgements from all the recipients. Upon receiving a
checkpointing request, each VM checks the latest recorded non-volatile copy (not the in-memory
checkpoint), marks this non-volatile copy as part of the global checkpoint, and sends a “success”
acknowledgement back to the Initiator. The algorithm terminates when the Initiator receives the
acknowledgements from all the VMs. For example, if the Initiator sends a request (marked as 7n)
to checkpoint the entire VC, a VM named V' M; in the VC will record a non-volatile copy named
“vml_global_rn”. All of the non-volatile copies from every VM compose a globally consistent
checkpoint for the entire VC. Besides, if the VPC Initiator sends the checkpointing request at a
user-specified frequency, the correct state of the entire VC is recorded periodically.

4.3 Evaluation and Results

4.3.1 Experimental Environment

Our experimental testbed includes three multicore machines as the primary and backup machines
(the experiment in Section 4.3.7 uses more machines as it deploys hundreds of VMs). Each ma-
chine has 24 AMD Opteron 6168 processors (1.86GHz), and each processor has 12 cores. The
total assigned RAM for each machine is 11GB. We set up a 1Gbps network connection between
the machines for experimental studies. We used two machines as the primary machines, and used
the third as the backup machine. To evaluate the overhead and throughput of VPC (Sections 4.3.5
and 4.3.6), we set up the VC environment by creating 16 guest VMs (allocated 512MB RAM for
each guest VM) on one primary machine, and 24 guest VMs (allocated 256MB RAM for each
guest VM) on the other primary machine. We built Xen 3.4.0 on all machines and let all the guest
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Application VPC VPC-np VNsnap

idle 5Hms 57ms 53ms
Apache 187ms 224ms 267Tms
NPB-EP 179ms 254ms 324ms

Table 4.1: Solo VM downtime comparison.

VMs run PV guests with Linux 2.6.31. Each Domain 0 on the three machines has a 2GB memory
allocation, and the remaining memory was left for the guest VMs to use. All the physical machines
and the VMs were connected with each other based on the bridging mechanism of Xen.

We refer to our proposed checkpointing design with page fault prediction mechanism as VPC. In
Sections 4.3.2, 4.3.4, 4.3.5, and 4.3.6, to evaluate the benefits of VPC, we compare VPC with our
initial incremental checkpointing design without prediction, which we refer to as VPC-np.

Our competitors include different checkpointing mechanisms including Remus [14], LLM [23],
and VNsnap [25]. Remus uses checkpointing to handle hardware fail-stop failures on a single host
with whole-system migration. The Lightweight Live Migration or LLM technique improves Re-
mus’s overhead while providing comparable availability. While Remus and LLM implementations
are publicly available, VNsnap is not. Thus, we implemented a prototype by using the distributed
checkpointing algorithm in VNsnap and used that implementation in our experimental studies.

4.3.2 VM Downtime Evaluation

Recall that there are two types of downtime in the VC: VM downtime and the VC downtime. We
first consider the case of solo VM to measure the VM downtime. The solo VM case is considered,
as it is a special case of the virtual cluster case, and therefore gives us a baseline understanding of
how our proposed techniques perform.

As defined in Section 1.2, the VM downtime is the time from when the VM pauses to save for the
checkpoint to when the VM resumes. Table 4.1 shows the downtime results under VPC, VPC-np,
and VNsnap daemon for three cases: i) when the VM is idle, ii) when the VM runs the NPB-EP
benchmark program [5], and iii) when the VM runs the Apache web server workload [2]. The
downtimes were measured for the same checkpointing interval, with the same VM (with 512MB
of RAM) for all three mechanisms.

Several observations are in order regarding the downtime measurements. First, the downtime
results of all three mechanisms are short and very similar for the idle case. This is not surprising,
as memory updates are rare during idle runs, so the downtime of all mechanisms is short and
similar.

Second, when running the NPB-EP program, VPC has much less downtime than the VNsnap
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Figure 4.3: VC downtime under NPB-EP framework.

daemon (reduction is roughly 45%). This is because, NPB-EP is a computationally intensive
workload. Thus, the guest VM memory is updated at high frequency. When saving the checkpoint,
compared with other high-frequency checkpointing solutions, the VNsnap daemon takes more time
to save larger dirty data due to its low memory transfer frequency.

Third, when running the Apache application, the memory update is not so much as that when
running NPB. But the memory update is significantly more than that under the idle run. The results
show that VPC has lower downtime than VNsnap daemon (downtime is reduced by roughly 30%).

Finally, compared with VPC-np, VPC also has less downtime when running NPB-EP and Apache
(reduction is roughly 30% and 17%, respectively). As for both VPC-np and VPC, the downtime
depends on the amount of checkpoint-induced page faults during the checkpointing interval. Since
VPC-np uses an incremental checkpointing methodology, and VPC tries to reduce the checkpoint-
induced page faults, VPC incurs smaller downtime than VPC-np.

4.3.3 VC Downtime Evaluation

As defined in Section 1.2, the VC downtime is the time from when the failure was detected in the
VC to when the entire VC resumes from the last globally consistent checkpoint. We conducted
experiments to measure the VC downtime under 32-node (VM), 64-node, and 128-node environ-
ments. We used the NPB-EP benchmark program [5] as the distributed workload on the protected
VMs. NPB-EP is a compute-bound MPI benchmark with a few network communications.

To induce failures in the VC, we developed an application program that causes a segmentation
failure after executing for a while. This program is launched on several VMs to generate a failure,
while the distributed application workload is running in the VC. The protected VC is then rolled
back to the last globally consistent checkpoint. A suite of experiments were conducted with VPC
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deployed at 3 different checkpointing intervals (500ms, 100ms, and 50ms). We ran the same
workloads on VNsnap daemon. We note that in a VC with hundreds of VMs, the total time for
resuming all the VMs from a checkpoint may take up to several minutes (under both VPC and
VNsnap). In the presentation, we only show the downtime results from when the failure was
detected in the VC to when the globally consistent checkpoint is found and is ready to resume the
entire VC.

Figure 4.3 shows the results. From the figure, we observe that, in the 32-node environment, the
measured VC downtime under VPC ranges from 2.31 seconds to 3.88 seconds, with an average of
3.13 seconds; in the 64-node environment, the measured VC downtime under VPC ranges from
4.37 seconds to 7.22 seconds, with an average of 5.46 seconds; and in the 128-node environment,
the measured VC downtime under VPC ranges from 8.12 seconds to 13.14 seconds, with an aver-
age of 11.58 seconds. The corresponding results from VNsnap are 4.7, 10.26, and 22.78 seconds,
respectively. Thus, compared with VNsnap, VPC reduces the VC downtime by as much as 50%.

Another observation is that the VC downtime under VPC slightly increases as the checkpointing
interval grows. Since we didn’t consider the resumption time from the checkpoint, when VPC
is deployed with different checkpointing intervals, the VC downtime is determined by the time
to transfer all the solo checkpoints from primary machines to the backup machine. Therefore, a
smaller checkpoint size incurs less transfer time, and thus less VC downtime. The checkpoint size
depends on the number of memory pages restored. Therefore, as the checkpointing interval grows,
the checkpoint size also grows, so does the number of restored pages during transfer.

4.3.4 Memory Overhead

In VPC, each checkpoint consists of only the pages which are updated within a checkpointing
interval. We conducted a number of experiments to study the memory overhead of VPC’s check-
pointing algorithm at different checkpointing intervals. In each of these experiments, we ran four
workloads from the SPEC CPU2006 benchmark [6], including:

1) perlbench, which is a scripting language (stripped-down version of Perl v5.8.7);

2) bzip2, which is a compression program (modified to do most work in memory, rather than doing
1/0);

3) gcc, which 1s a compiler program (based on gcc version 3.2); and

4) xalancbmk, which is an XML processing program (a modified version of Xalan-C++, which
transforms XML documents to other document types).

For both VPC-np and VPC designs, we measured the number of checkpoint-induced page faults
(in terms of the number of memory pages) in every checkpointing interval (e.g., 7. = 50ms) of
each experiment duration.
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T perlbench bzip2 gcc xalancbmk
VPC —np : 50ms 684 593 991 1780
VPC —np:100ms 1389 1231 2090 2824
VPC —np : 500ms 5345 5523 5769 5428

VPC : 50ms 826 737 1041 2227
VPC : 100ms 1574 1411 2349 3572
VPC : 500ms 6274 5955 6813 7348

Table 4.2: VPC checkpoint size measurement (in number of memory pages) under SPEC CPU2006
benchmark.

Table 4.2 shows the results. We observe that for both designs, the average checkpoint sizes are
very small: around 2.00% of the size of the entire system state when the checkpointing interval
is b0ms. For example, when VPC-np is deployed with a checkpointing interval of 50ms, the
average checkpoint size is 1012 memory pages or 3.9MB, while the size of the entire system
state during the experiment is up to 65,536 memory pages (256MB). The maximum checkpoint
size observed is less than 7MB (1780 pages when running the xalancbmk program), which is less
than 3% of the entire system state size. When the checkpointing interval is increased to 100ms,
all checkpoints are less than 3,000 pages, the average size is 1883.5 pages (7.36MB, or 2.9% of
the entire memory size), and the maximum checkpoint size is about 11MB (2824 pages when
running the xalancbmk program). When the checkpointing interval is increased to 500ms (i.e.,
two checkpoints in a second), we observe that all the checkpoint sizes are around 5500 pages, the
average size is 5516.25 pages (21.55MB, or 8.4% of the entire memory size), and the maximum
checkpoint size is about 22.5MB (5769 pages when running the gcc program). Thus, we observe
that, the memory overhead increases as the checkpointing interval grows. This is because, when
the interval increases, more updated pages must be recorded during an interval, requiring more
memory.

Another observation is that, the checkpoint size under VPC is larger than that under VPC-np. This
is because, under VPC, as we improve VPC-np with page faults prediction, it generates more
“fake” dirty pages in each checkpointing interval. For example, we pre-make the updated pages in
the first checkpointing interval as writable at the beginning of the second checkpointing interval.
Thus, at the end of the second checkpointing interval, there are some fake dirty pages, which are
actually not updated in the second checkpointing interval. Therefore, besides the dirty pages which
are actually updated in the second interval, the checkpoint recorded after the second checkpointing
interval also includes these pages which are not updated in the second interval but still set as
dirty because of the prediction mechanism. Note that although VPC generates a slightly larger
checkpoint, it incurs smaller downtime than VPC-np (Section 4.3.2).
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Figure 4.4: Performance overhead under NPB benchmark.

4.3.5 Performance Overhead

We measured the performance overhead introduced into the VC by deploying VPC. We chose two
distributed programs in the NPB benchmark [5], and ran them on 40 guest VMs with VPC de-
ployed. NPB contains a combination of computational kernels. For our experimental study, we
chose to use the EP and IS programs. EP is a compute-bound MPI benchmark with a few network
communications, while IS is an I/O-bound MPI benchmark with significant network communica-
tions.

A suite of experiments were conducted under the following cases: (1) a baseline case (no check-
point), (2) VPC deployed with 3 different checkpointing intervals (500ms, 100ms, and 50ms), (3)
Remus [14] deployed with one checkpointing interval (50ms), (4) LLM [23] deployed with one
checkpointing interval (50ms), and (4) VPC-np deployed with one checkpointing interval (50m.s).

A given program executes with the same input across all experiments. To test the performance
accurately, we repeated the experiment with each benchmark five times. The execution times
were measured and normalized, and are shown in Figure 4.4. The normalized execution time is
computed by dividing the program execution time with the execution time for the corresponding
baseline case.

We first measured the benchmarks’ runtime when they were executed on the VMs without any
checkpointing functionality. After this, we started the VPC agents for each protected VM, and
measured the runtime with different checkpointing intervals. We chose EP Class B program in
NPB benchmark and recorded its runtime under different situations. Besides, we also chose EP
Class C in NPB benchmark (the Class C problems are several times larger than the Class B prob-
lems) to see how VPC performs if we enlarge the problem size. Finally, we tested some extreme
cases with I/O intensive applications. We chose the IS program in NPB benchmark, a NPB bench-
mark with significant network communications, and excluding floating point computations. We
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ran the same benchmarks on Remus, LLM, and VPC-np, following the same manner as on VPC.

Figure 4.4 shows the results. We observe that, for all programs running under VPC, the impact of
the checkpoint on the program execution time is no more than 16% (the normalized execution times
are no more than 1.16), and the average overhead is 12% (the average of the normalized execution
times is 1.12), when VPC is deployed with 50ms checkpointing interval. When we increase the
checkpointing interval to 100ms, the average overhead becomes 8.8%, and when we increase the
checkpointing interval to 500ms, the average overhead becomes 5.4%. Thus, we observe that the
performance overhead decreases as the checkpointing interval grows. Therefore, there exists a
trade-off when choosing the checkpointing interval. In VPC, checkpointing with a larger interval
incurs smaller overhead, while causing a longer output delay and a larger checkpoint size. (This
also means larger memory overhead, confirming our observation in Section 4.3.4.)

Another observation is that VPC incurs lower performance overhead compared with other high-
frequency checkpointing mechanisms (Remus and VPC-np). The reason is that memory access
locality plays a significant role when the checkpointing interval is short, and VPC precisely reduces
the number of page faults in this case. LLM also reduces the performance overhead, but it is a
checkpointing mechanism only for solo VM. In our experiment, we deployed 40 VMs in the VC,
and from Figure 4.4, we observe that the overhead of VPC is still comparable to that in the solo
VM case under LLM.

4.3.6 Web Server Throughput

We conducted experiments to study how VPC affects Apache web server throughput when the
web server runs on the protected guest system. We configured the VC with 40 guest VMs, and let
all Apache web clients reside on the two multicore machines and each protected VM to host one
client. The clients request the same load of web pages from the server, one request immediately
after another, simultaneously via a 1Gbps LAN.

We measured the web server throughput with VPC deployed at different checkpointing intervals
(500ms, 100ms, and 50ms). As the same load of web requests are processed in these experiments,
the measured throughput can be compared for evaluating the impact of VPC’s checkpoint on the
throughput. To enable a comparison, we conducted the same experiment under Remus, LLM,
and VPC-np. Figure 4.5 shows the measured server throughput as a function of checkpointing
intervals. The percentages indicated along the data points on the graph represent the ratio of the
throughput measured with the checkpoint deployed to the throughput in the baseline case (when
no checkpointing mechanism is deployed).

From Figure 4.5, we observe that the throughput is reduced by 19.5% when a checkpoint is taken
20 times per second (so the interval equals 50ms). When the checkpointing interval is increased
to 100ms, the throughput is reduced by 13.8%. And, when the checkpointing interval is increased
to 500ms, the throughput is reduced by only 7.4%. Therefore, we observe that the server through-
put (performance overhead) increases with higher checkpoint frequency, which also confirms our
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Figure 4.5: Impact of VPC on Apache web server throughput.

observation in Section 4.3.5.

Another observation is that under the same checkpointing interval, VPC achieves higher through-
put than Remus. In the worst case (50ms as the checkpointing interval), Remus’s overhead is
approximately 50%, while that of VPC is approximately 20% of the throughput. VPC also has
performance improvements over VPC-np, especially in cases with smaller checkpointing intervals
(the gap between the two curves keeps increasing and is much larger for intervals of 100ms and
50ms in Figure 4.5). The best results are for LLM, whose overhead is roughly 10% of the through-
put in all cases because it handles the service requests from clients at high frequency, and as we
explained in Section 4.3.5, LLM only targets the solo VM case. Since there are multiple VMs (40
nodes) running under VPC, VPC’s throughput reduction is acceptable.

4.3.7 Checkpointing Overhead with Hundreds of VMs

We also conducted experiments to measure the total execution time when running the NPB-IS and
NPB-EP (class B and C) distributed applications under 32-node (VM), 64-node, and 128-node en-
vironments. These results help provide insights into the scalability of VPC. Figure 4.6 depicts the
speedup of the execution time on 64 and 128 nodes with respect to that on 32 nodes. The figure
also shows the relative speedup observed with and without checkpointing. The lightly colored re-
gions of the bars represent the normalized execution time of the benchmarks with checkpointing.
The aggregate value of the light and the dark-colored portions of the bars represent the execution
time normalized to the equivalent runtime without checkpointing. Hence, the dark-colored regions
of the bars represent the loss in speedup due to checkpointing/restart. From the figure, we ob-
serve that, under all benchmarks, the speedup with checkpointing is close to that achieved without
checkpointing. The worst case happens under the NPB-EP (class B) benchmark with 128 VMs
deployed, but still, the speedup loss is less than 14%.
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Figure 4.6: Checkpointing overhead under NPB-EP with 32, 64, and 128 VMs.

4.4 Summary

We present VPC, a lightweight, globally consistent checkpointing mechanism that records the cor-
rect state of an entire VC, which consists of multiple VMs connected by a virtual network. To
reduce both the downtime incurred by VPC and the checkpoint size, we develop a lightweight
in-memory checkpointing mechanism. By recording only the updated memory pages during each
checkpointing interval, VPC reduces the downtime with acceptable memory overhead. By pre-
dicting the checkpoint-caused page faults during each checkpointing interval, VPC further reduces
the downtime. In addition, VPC uses a globally consistent checkpointing algorithm (a variant of
Matten’s snapshot algorithm), which preserves the global consistency of the VMs’ execution and
communication states. Our implementation and experimental evaluations reveal that, compared
with past VC checkpointing/migration solutions including VNsnap, VPC reduces the solo VM
downtime by as much as ~45% and reduces the entire VC downtime by as much as ~50%, with a
performance overhead that is less than ~16%.



Chapter 5

Fast Virtual Machine Resumption with
Predictive Checkpointing

In this chapter, we first overview the Xen’s memory model and its basic save/restore mechanism,
including some necessary preliminaries about the potential improvement. We then present the
VMresume mechanism, explain the design of the predictive checkpointing approach and other
implementation details. Finally we show the improvement of the resumption time and performance
overhead in VMresume over native Xen’s save/restore mechanism.

5.1 VMresume: Design and Implementation

5.1.1 Memory Model in Xen

Since VMresume is based on Xen’s memory virtualization technique (in particular Xen’s SPT
mode), we first overview that for completeness.

In a system without virtualization, there are two types of addresses recognized in an OS: virtual
address and physical address. A virtual address is the reference of a memory object in a process
address space; a physical address provides the information of where the memory object is actually
located in the physical memory. The processor translates a virtual address to the corresponding
physical address, and accesses the correct object in physical memory via a memory management
unit (MMU) in the processor. The MMU consults a page table, maintained by the OS, for address
translation.

With Xen virtualization, there are three types of addresses: machine address, physical address, and
virtual address. Address translation under Xen involves two levels of mapping: mapping between
machine and physical address, and mapping between physical and virtual address, as shown in
Figure 5.1. For the first level mapping, since several VMs maybe running on the machine and Xen
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Figure 5.1: Memory model in Xen.

ensures isolation, each VM needs a continuous view of memory address from 0 to n, recognized
as the physical address. Each VM uses a global table to map the physical address to the machine
address. Outside all the VMs, the VMM manages the available memory pages (recognized as
machine address) on the physical machine. VMM allocates these machine memory addresses,
and maps them to a VM’s physical addresses, according to the VM’s need for memory. Similar
to traditional OS address translation, contiguous physical address space in Xen may map to non-
contiguous machine address space.

In addition, there is the second level mapping inside each VM, which relies on guest OS’s page
tables to translate between physical address and virtual address. However, in x86 architectures,
MMU only supports one-level mapping. Thus, additional software implementation is needed to
attain the two-level mapping. There are several solutions to accomplish memory virtualization,
such as Shadow Page Mode, Direct Paging Access Mode, etc. However, some solutions such as
Direct Paging Access require modifying the guest OS kernel. To achieve full virtualization (which
means that no modifications to the guest OS kernel are needed), Xen uses the Shadow Page Table
(SPT) mechanism.

With the SPT mechanism, a separate page table is created for the VM, and for each VM, the guest
OS also maintains its own page table, called the guest page table (or GPT). The GPT is not used
directly by the VMM or the hardware. On the other hand, a guest OS does not have access to the
SPT either. The GPT in the guest OS does not directly map the virtual address to the machine
address, but to the physical address instead. VMM synchronizes the SPT with the GPT so that the
two page tables are consistent at all times. Therefore, any virtual address of a process (here it’s
the virtual address) in the guest system has the correct physical address in the GPT and the correct
machine address in the SPT with the same information in the two tables.

The SPT allows the VMM to track all writes performed to the pages in the GPT. When a process
in the guest OS wants to update the GPT, it makes a hypercall (mmu_update), which transfers



Chapter 5. Fast Virtual Machine Resumption with Predictive Checkpointing 39

VM memory assigned (MB) Checkpoint size (MB)

128 128.7
256 258.2
512 5159
1024 1031.3

Table 5.1: Checkpoint sizes for different memory sizes.

control to the VMM. The VMM then checks that the update does not violate the isolation of
the guest VM. If it violates the memory constraints, the guest OS is denied write access to the
page table. If it does not violate any constraint, it is allowed to complete the write operation and
update the GPT. Meanwhile, the VMM synchronizes the SPT entries accordingly. Thus, there is a
performance penalty caused by the synchronization, which keeps the SPT and the GPT up-to-date.
Moreover, extra memory is needed to save the SPT. However, compared with other solutions, the
SPT mechanism is one of the most effective solutions for the two-level address mapping problem.
Xen implements the SPT in a transparent fashion. Therefore, the guest OS is unaware of the SPT’s
existence and supports full virtualization.

5.1.2 Checkpointing Mechanism

VMresume is based on the Xen VMM [9]. To provide a basic checkpointing mechanism, Xen
relies on its hypervisor to implement two commands, xm save and xm restore. xm save
stores the current state of the guest VM in an on-disk file (checkpoint), from which the VM can
be resumed on the same machine or on another machine (after sharing or transferring the on-disk
file). xm restore resumes the checkpoint on its current machine and restarts the VM based on
the state when it was saved. Besides as a checkpointing mechanism for high availability, the save
and restore commands are also widely used for other purposes such as VM relocation and live
migration [12].

The performance of both functions is directly related to user experience, since a long wait time is
not acceptable for users after issuing commands. Therefore, it is important to save and restore a
VM in a quick and efficient way. To evaluate native Xen’s saving and restoring mechanism, we
conducted an experiment to measure the time for saving and restoring a VM, and also the final size
of its checkpoint. We built Xen 3.4.0 on the host machine and let the guest VM run PV guests
with Linux 2.6.31. The Domain 0 on the machine was allocated 2GB, and the guest VM was
allocated with different memory sizes (from 128MB to 1GB). The results are shown in Table 5.1
and Figure 5.2.

From Table 5.1, we observe that the checkpoint size almost always equals the memory size as-
signed to the VM. Besides, from Figure 5.2, we observe that, as the VM memory size increases,
the time taken by the xm save command increases linearly. This is because, to completely save
the state of an individual VM, the virtual CPU’s state, the current state of all emulated hard-
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Figure 5.2: Native Xen’s saving and restoring times.

ware devices, and the contents of the VM memory must be recorded and saved in the checkpoint
file. Compared with other CPU/device states, the VM memory which needs to be check-pointed
dominates the checkpoint size, and thus the time spent on saving memory. Therefore, as the VM
memory size increases, both the checkpoint size (Table 3.1) and the save time (Figure 5.2) increase
linearly.

However, with the rapid growth of memory assigned to a VM (several gigabytes are not uncommon
now), the checkpoint size (relative to the saving time) easily becomes a bottleneck. One solution
to this problem is incremental checkpointing [32,40,41,57], which minimizes the checkpointing
overhead by only synchronizing the dirty pages during the latest checkpointing interval. Note that,
incremental checkpointing is not our contribution. We focus on resuming the VM after checkpoint-
ing finishes. Our contribution is a fast mechanism to resume the VM from the checkpoint saved on
the local disk or a shared storage (storage access time is anyway longer than memory access time).

5.1.3 Resumption Mechanism

When resuming a saved VM from the checkpoint file stored on a slow-access storage, the states
saved in the checkpoint must be retrieved. The saved states include the virtual CPU state, the
emulated devices’ state, and the contents of the VM memory. Usually, most data saved in the
checkpoint comes from the VM memory contents. Thus, a straightforward way to resume the
check-pointed VM is to restore all the saved memory data first, and then retrieve the saved CPU
and device data. Without the necessary CPU and device states, the VM cannot start until all its
memory data have been retrieved and all its previous memory pages have been set up. Currently,
Xen uses this methodology to resume a check-pointed VM.

We can conclude that the same problem of the checkpointing mechanism (discussed in Section 5.1.2)
also exist in the resumption mechanism: as the amount of VM memory contents dominate the saved
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data in the checkpoint file, when the memory assigned to VM increases, the time spent on restoring
its saved data would quickly become the bottleneck. As shown in Figure 5.2, as the VM memory
size increases, the time taken by the xm restore command also increases linearly. It works well
for small memory (e.g., with a VM memory size of 128MB), but the resumption time significantly
increases when retrieving gigabyte data from the checkpoint file (e.g., tens of seconds in the 1GB
case).

If the first solution, which restores memory data before the CPU and device data is not effective,
how about restoring these data in the reverse order? That is, we let the VM boot first after loading
only the necessary CPU and device states, and then restore the memory data saved in the checkpoint
file after the VM starts. Whenever the VM needs to access a memory page which hasn’t been
loaded, it retrieves the corresponding data from the on-disk checkpoint file and sets up the page(s).
The benefit of this solution is that the VM starts very quickly, and it always keeps running while
restoring the memory data. Moreover, since in this way, the VM only needs to restore a small
amount of CPU and device states to start, its performance would not be influenced by the VM
memory size.

However, compared with the first approach, the second approach has disadvantages. With the first
approach, after the VM starts (although it may take tens of seconds or even several minutes), the
VM works as well as that before checkpointing. In contrast, with the second approach, the VM
appears to be running after restoring the CPU and device states. However, whenever it accesses a
memory page which has not been restored, an immediate page fault occurs. The current execution
must then be paused by the hypervisor, the memory page restored from the checkpoint file, and
then resumed. Since the VM doesn’t restore any memory data at first, significant number of page
faults occur at the beginning, degrading VM performance. Our experiments (Section 5.2) show
that, for a VM with 1GB RAM, during the first 10 seconds, the VM runs too slow to be useful.
Almost all of these seconds were spent on restoring the needed memory data.

To reap the benefits of both resumption solutions and to overcome their limitations, VMresume
uses a hybrid resumption mechanism. Our goal is to run the VM as early as possible, but avoid
the performance degradation caused by page faults after the VM starts. Our basic idea is to first
determine the memory pages that have a high possibility to be accessed during the initial period
after the VM starts, restore these pages from the checkpoint file, and then boot the VM by load-
ing the necessary CPU/device states. By preloading the likely-to-be-accessed memory pages, we
ensure that after the VM starts, there wouldn’t be as much page faults as in the second approach.
And, because we don’t preload all the memory data saved in the checkpoint before restoring the
CPU/device states, we ensure that the VM starts earlier, compared with the first approach.

Now, how to determine the likely-to-be-accessed memory pages? By the principle of temporal
locality, recently updated pages tend to be updated in the near future. Therefore, we could rely
on the knowledge of recent memory access activities to predict the upcoming memory access
activities. Suppose we get an updated checkpoint and we want to resume the VM from the latest
checkpoint. By the temporal locality principle, those memory pages accessed during the latest
checkpointing interval would have the highest likelihood to be accessed during the initial period.
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Therefore, when receiving the checkpoint file during a checkpointing interval, we keep a record of
the recently accessed memory pages during that interval, and use that record to predict the memory
pages that are likely to be accessed after resuming the VM. This requires a predictive checkpointing
mechanism, which we now discuss.

5.1.4 Predictive Checkpointing Mechanism

We develop an incremental checkpointing mechanism in VMresume. During system initialization,
VMresume saves the complete image of VM memory and CPU/device states to on-disk file, which
is the VM’s initial checkpoint. Then, it checkpoints the VM at a fixed frequency. At the beginning
of a checkpointing interval (i.e., the time interval between the previous checkpoint and the next
checkpoint), all memory pages are set as read-only. Thus, if there is any write to a page, it trigger
a page fault. By leveraging Xen’s shadow-paging feature, VMresume controls whether a page is
read-only and traces whether a page is dirty. When there is a write to a read-only page, a page
fault is triggered and reported to the VMM, and that page is set as writeable. VMresume then adds
the address of the faulting page to the list of changed pages and removes the write protection from
the page so that the application can proceed with the write. At the end of the interval, the list of
changed pages contains all the pages that were modified in that interval. VMresume copies the
state of all modified pages to the checkpoint, and resets all pages to read-only again.

With the help of this incremental checkpointing mechanism, we can easily find all the write-
accessed memory pages during the latest checkpointing interval. These write-accessed pages are
likely to be accessed after the VM resumption. However, usually write-accessed pages are only a
small portion of the pages likely to be accessed after the VM resumption. Besides, there are more
memory pages which are only read-accessed during the same checkpointing interval. The read-
accessed pages are not recorded by our checkpointing mechanism, but they must also be preloaded
when resuming the VM to reduce potential page faults on those pages. Now, how can we trace and
record these read-accessed pages?

One solution is to consider the knowledge provided by the guest OS kernel. For each memory
page assigned to it, the guest OS kernel knows exactly whether a page is accessed or not by
keeping track of the current status of each page frame. The state information of a page frame
is kept in a page descriptor, and all page descriptors are stored in the mem_map array. Each page
descriptor has a usage reference counter (_count with type atomic_t) for the corresponding
page. If it is set to -1, the corresponding page frame is free, and that page is not accessed during
the current execution of the guest OS. If the reference count is larger than -1, then that page is
treated as used (i.e., accessed). Although all the physical memory pages are allocated to the guest
OS by the Xen hypervisor, their reference counter information collected within the VM cannot
be delivered outside in a synchronous mode. The Xen hypervisor cannot obtain the runtime page
descriptor array mem_map from the guest OS kernel because the VM is still running. Since we
propose the resumption mechanism to run in the privileged Domain 0, it works outside the target
VM. To obtain the access information from the guest OS kernel, the VM must be paused and the
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page descriptor array must be copied to Domain O (e.g., by memcpy). Therefore, this approach
generates new memory copy overhead and is not efficient, since checkpointing may happen at high
frequency (e.g., two times per second as in our experiment).

An alternate approach to avoid this performance overhead is to leverage the page table entry (PTE)
mechanism, which is supported by most current generation processors. VMresume uses this ap-
proach for predicting the accessed pages. It leverages PTE’s control bit: accessed (A) bit. The
accessed bit is set to 1 if the page has been accessed; O if not. Besides using the read/write (R/W)
bit to track dirty memory pages, VMresume also uses the accessed bit to record all the accessed
pages. For each VM, at the beginning of a checkpointing interval, all memory pages are set as
read-only and not accessed (both R/W and A bits are cleared). Thus, if there is any write to a
page, it will trigger a page fault, and both the R/W and A bits are set to 1. Besides, if a page is
read-accessed, its accessed bit is also set to 1.

Therefore, at the end of a checkpointing interval, for the pages updated (i.e., write-accessed) in
the interval, VMresume saves them to the checkpoint file and clears their R/W bit. For the pages
whose A bit is set to 1, VMresume determines whether they were read-accessed or write-accessed.
If they were write-accessed, then they are already saved in the checkpoint file. If they were only
read-accessed, then VMresume keeps a record of these read-accessed pages for the prediction
purpose when resuming the VM from the corresponding checkpoint file. It is unnecessary to save
the content of the read-accessed pages, because they are not updated during the checkpointing
interval (actually these pages should be already saved during the previous checkpointing interval,
or should be saved in the initial checkpoint file if they were never updated since the VM'’s start).

When resuming the VM, VMresume first reloads all the write-accessed pages (which are newly
saved to the checkpoint), as well as other likely-to-be-accessed pages by tracing the record of
the read-accessed pages. Then the VM is started by restoring the CPU and device states. Since
all the memory pages preloaded by the resumption mechanism are actually saved by the check-
pointing mechanism for prediction purpose, we call the checkpointing mechanism as “predictive
checkpointing.”

5.2 [Evaluation and Results

5.2.1 Experimental Environment

Our preliminary experiments were conducted on one machine with an IA32 architecture proces-
sor (Intel Core 2 Duo Processor E6320, 1.86 GHz) and 4 GB RAM. We built Xen 3.4.0 from
source [20], and ran paravirtualized guest VM with Linux kernel 2.6.18. The guest OS and the
privileged domain OS (in Domain 0) ran CentOS Linux, with a minimum of services initially ex-
ecuting, e.g., sshd. Domain 0 had a memory allocation of 2 GB, and the remaining memory was
left free to be allocated for guest VM.
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VM memory (MB) 128 256 512 1024
Xen-c time (s) 2.11 463 9.18 1745
VMr-c time (s) 0.047 0.064 0.119 0.182

Xen-c size (MB) 128.7 258.2 5159 1031.3
VMr-csize MB) 4.33 6.21 9.87 14.14

Table 5.2: Comparison between VMresume’ (shown as VMr-c) and Xen’s (shown as Xen-c) check-
pointing mechanisms.

We implemented VMresume as well as the two approaches in Section 5.1.3, which we call “Full-
state-resume”” (which restores memory state, CPU state, and device state) and “Quick-state-resume”
(which restores only the necessary CPU and device states). To ensure that our experiments are
statistically significant, each data point is averaged from ten samples. The standard deviation com-
puted from the samples is less than 3.4% of the mean value.

5.2.2 Resumption Time

We first compare the performance of VMresume’s incremental checkpointing approach with Xen’s
checkpointing mechanism. Note that Xen’s checkpointing mechanism saves the complete state of
an individual VM (including CPU/device states and all contents of VM memory) into the check-
point file. The results are shown in Table 5.2. The same checkpointing frequency (500ms) is used
for evaluating the performance of both mechanisms.

From Table 5.2, we observe that Xen’s checkpointing mechanism needs several seconds to check-
point a VM. In contrast, VMresume’s checkpointing time is in the order of tens to hundreds of
milliseconds. This is due to VMresume’s incremental checkpointing approach, which does not
save all the memory data during each checkpointing interval. Instead, it only saves the memory
data updated in the current interval, which requires the VM to be paused only for a short time.
Compared with Xen, VMresume reduces checkpointing time by at least 98%.

We also measure the size of each VM checkpoint file with different memory assigned, and observe
that the VM checkpoint size can be significantly reduced by the incremental checkpointing ap-
proach. Compared with Xen’s checkpointing mechanism, VMresume reduces the checkpoint file
size by at least 97%.

Next, we measure the resumption time from when triggering the restore function to when the VM
starts. Here, the VM is respectively assigned with different memory sizes. The comparison results
are shown in Figure 5.3. We observe that Quick-state-resume’s resumption time is the shortest.
This is because, it does not preload any memory pages, but only restores the necessary CPU and
device states, and then immediately starts the VM. Even though Quick-state-resume’s resumption
time is the shortest, it does not restore any memory pages. Thus, greater amount of page faults
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Figure 5.3: Time to resume a VM with diverse memory size under different resumption mecha-
nisms.

would be generated during the initial period after the VM starts, causing the VM to be unusable.
(We show this in Figure 5.4.)

Ignoring the non-practical Quick-state-resume design, from Figure 5.3 we observe that VMresume
mechanism has great performance improvement on the resumption time, compared with Full-state-
resume design. VMresume reduces the time to restore a VM by an average of 67.3%. The reason
is because that in VMresume, it doesn’t need to preload all the memory pages as the Full-state-
resume does, instead, it only restore the most likely accessed pages recorded during the predictive
checkpointing. As the most likely write-accessed pages are stored in the checkpoint file, and from
Table 5.2 we observe that the checkpoint file is much smaller than the whole memory assigned,
so the resumption time in VMresume is dominated by the time to restore the most likely read-
accessed pages. As shown in Figure 5.3, when the VM memory size increases, the resumption
time in VMresume also increases, meaning that more read-accessed pages need to be preloaded.

5.2.3 Performance Comparison after VM Resumption.

Our final experiment evaluates performance after the VM starts. We configure the VM with 1GB
RAM, and run the Apache web server [2] on it. We set a client on another machine, requesting the
same load of web pages, one request immediately after another, simultaneously via a 1Gbps LAN,
under all three mechanisms (Full-state-resume, Quick-state-resume, and VMresume). Since the
same load of web requests are processed in this experiment, the measured throughput (i.e., number
of web responses received per second) can be compared for evaluating the impact of page faults
on the VM performance during the initial period after the VM starts.

Figure 5.4 shows the results. We observe that under Full-state-resume, the VM starts to work
immediately after booting, with no obvious performance degradation. However, the trade-off in
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Figure 5.4: Performance after VM starts.

Full-state-resume is that, before the VM starts, it costs a long time (several tens of seconds) to
restore each memory page. On the other hand, under Quick-state-resume, the VM starts the fastest,
but it suffers performance degradation for a long time — i.e., it needs to wait for 14 seconds to
resume normal activity. Compared with Quick-state-resume, under VMresume, the VM endures
performance degradation only for about 4.5 seconds, which reduces the VM’s unusable time by as
much as 67.8%.

5.3 Summary

We present a VM resumption mechanism, called VMresume, which quickly resumes a check-
pointed VM, while avoiding performance degradation after the VM starts. Our key idea is to
augment incremental checkpointing with a predictive mechanism, which predicts and preloads the
memory pages that are most likely to be accessed after resumption. Our preliminary experimen-
tation is promising: VM resumption time is reduced by an average of ~ 57% and VM’s unusable
time is reduced by as much as ~ 68% over native Xen’s save/restore mechanism.
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Conclusions, and Proposed Post
Preliminary-Exam Work

One of the primary bottlenecks on achieving high availability in virtualized systems is downtime.
We presented a novel fine-grained block identification mechanism, called FGBI, that reduces the
dirty memory traffic during each migration epoch. The design, implementation, and experimental
evaluation of FGBI shows that by recording and transferring the dirty memory at a finer granular-
ity, the total data which needs to be transferred during each epoch is significantly reduced. How-
ever, FGBI introduces memory overhead. To reduce that overhead, we proposed two optimization
techniques: a memory sharing mechanism and a compression mechanism. Our implementation
and experimental comparison with state-of-the-art VM migration solutions (e.g., LLM [23], Re-
mus [14]) shows that FGBI (augmented with the optimizations) significantly reduces the downtime
with acceptable performance overhead.

We also presented VPC, a lightweight, globally consistent checkpointing mechanism that records
the correct state of an entire VC, which consists of multiple VMs connected by a virtual net-
work. The design, implementation, and experimental evaluation of VPC shows that by using a
high frequency checkpointing mechanism and recording only the updated memory pages during
each (smaller) checkpointing interval, the downtime can be reduced with acceptable memory over-
head. Additional reduction in the downtime can be obtained by predicting the checkpoint-caused
page faults during each checkpointing interval. Based on the lightweight design under VPC, the
global consistency of the VC is ensured by modifying and implementing a classic distributed snap-
shot algorithm.

Reducing the time for resuming a VM from a checkpoint on slow-access storage, especially when
checkpoint sizes are large (e.g., GBs), is an important problem for a truly effective checkpoint-
ing mechanism. We presented VMresume, a hybrid resumption mechanism which predicts the
most likely to be accessed memory pages during a checkpointing interval. VMresume’s design,
implementation, and experimental evaluation confirms that, predicting such pages and preloading
them is effective for reducing VM resumption time. We also find that there is a tradeoff between
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resumption time and the performance after the VM starts. Previous solutions either achieve fast re-
sumption but suffers performance degradation, or have full performance recovery but suffers a long
resumption time. Our evaluation shows that VMresume maintains a reasonable balance between
these two endpoints of the tradeoff spectrum.

6.1 Post Preliminary-Exam Work

We propose two major research directions for post-exam work: 1) live VM migration in virtualized
environments without a hypervisor and 2) live VM migration in wide area networks (WANSs).

6.1.1 Live VM Migration without Hypervisor

Because of its central role in the virtualized system, the hypervisor is a potent target for attacks,
especially in shared infrastructures which allow multiple parties to run VMs (e.g., in today’s cloud
environment). An untrusted hypervisor may influence the guest VM’s normal activity. There-
fore, if the VM could interact with hardware directly instead of through the hypervisor, it could
removes the attack surface of the hypervisor and thus eliminates security vulnerabilities for the
entire system.

In non-hypervisor-based virtualized systems [47], each VM runs directly on the hardware without
an underlying active hypervisor. However, we cannot remove management functionality com-
pletely. For example, the functionality provided by the system manager (e.g., interruption mech-
anism), core manager (e.g., boot OS), and memory manager (e.g., allocation and garbage collec-
tion) are still needed. Nevertheless, in such systems, unlike traditional virtualization architectures,
once a VM starts, it have direct access to devices. Thus, the guest OS does not interact with any
management software running on the physical machine. Additionally, the virtualization layer’s
functionality (e.g., CPU schedule, hypervisor call) is not needed while the VM is running.

However, in order to implement an efficient live migration mechanism, we need to start and stop
a VM on demand. A straightforward migration methodology, which just stops the execution of
the VM, captures the entire state of the VM, and transfers the entire state to the target machine
would suffer unacceptable downtime. In order to minimize downtime, optimizations using iterative
approaches (also used in our previous work) have been developed [12,29]. They track the dirty
memory during each epoch and synchronize the guest VM’s memory state on both source and
target machines. Building upon such optimizations, we propose to develop efficient techniques to
start and stop VMs.

An example way to do this is by leveraging the system manager and the core manager components.
To start a VM, the system manager will store the VM’s image on the local disk and will zero out
the VM’s memory. After initialization, the manager will issue a start interrupt on the processor
core on which the VM will boot. A core manager will initialize memory and I/O mapping, and
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will boot the guest OS and the VM. To stop a VM, the system manager will issue a stop interrupt to
the VM'’s executing processor core. The core manager will save the disk image of the VM, clears
and un-maps the memory and I/O, and transitions the core into the idle state.

Efficient VM migration also requires techniques for suspending and restoring VM. The techniques
are similar to VM starting/stopping, and hence could be implemented by leveraging our proposed
steps for doing so with minimal modification. For example, when suspending a VM, instead of
zeroing out the VM’s memory when starting the VM, we must maintain the current state of the
VM’s memory. This could be done with assistance from the memory manager, for example.

6.1.2 Live VM Migration in WANs

Previous VM live migration mechanisms [12, 34] demonstrate their effectiveness in local area
networks (LAN), but only work in the traditional clusters that all the physical machines are located
in the same room and connected by LAN. The VM migration mechanisms in a wide area network
(WAN) environment is a more interesting problem for modern data centers and cloud computing
platforms, as their physical machines are usually located across different places, cities or even
countries.

To achieve fast live migration in WANSs, the large amount of the disk data which needs to be
transferred across the WAN must be reduced. Traditional LAN-based migration efforts (including
our previous research) use the checkpointing/resumption methodology to migrate memory data.
Moreover, they also use an incremental checkpointing solution [20, 32,40, 41, 57] to reduce the
updated memory data that needs to be transferred during each migration epoch.

Incremental checkpointing can also be done for WAN migrations, especially when transferring the
file system data. With incremental checkpointing, however, the VM’s virtual file system on the disk
needs to be split into multiple chunks with the same size, and a complete copy of the file system
must be transferred from the source to the target machines during the initialization round. Then
during each migration epoch, if there is any write to a chunk on the source side, that chunk will
be marked as “dirty” and must be transferred to the target machine. Moreover, we can use similar
techniques as in the FGBI design for optimizations, such as choosing smaller size chunks, which
will approximate the true dirty disk data more accurately. However, for I/O intensive applications
that write to the disk in high frequency, the number of dirty chunks during each epoch may not be
small. A large amount of data due to file system modifications must still be transferred across the
WAN.

An alternate approach that we propose is to develop a record/replay mechanism, in order to reduce
the network traffic due to transferring the dirty disk data from the source to the target machine.
Such a mechanism will have several phases: initialization, recording, replaying, and finalization.

In the initialization phase, the necessary system states (CPU and device states, VM configuration
information) of the VM on the source machine is transferred to the target machine. After that, the
VM starts to run on the source machine, and the initial state of the virtual file system is transferred
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to the target machine. This is followed by a recording phase. In this phase, during each migration
epoch, the write activities on the virtual file system are recorded in a log file and transferred to the
target machine, instead of transferring potentially large dirty disk data chunks.

This is followed by the replaying phase. On the target machine, upon receiving the log file from
the source, the VM replays the write activities to its local file system, following the log file. Thus,
the running state of the VMs on the source and the target machines are kept synchronized.

During the final migration epoch, the VM on the source machine is stopped and the remaining
state of the VM and the newly generated log file are transferred to the target machine. After the
last log file has been replayed, the virtual file system on the target machine should be an identical
replica of that on the source machine. Note that, during the entire migration process, the VM is
still running on the source machine, and the process is transparent to the applications.
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