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FPGAs have become key players in data-centers. However, the integration of such accelerators poses several
challenges related to Quality of Service (QoS). Herein we propose a compiler-based toolchain that increases
FPGA flexibility by enabling dynamic stateful HW-SW migration. Task migration is instrumental in solving
at least fault-tolerance and preemption in FPGA. Thus, we design, based on our toolchain, a checkpointing-
rollback framework to enable restoring a task after a component failure (i.e., FPGA crash) and making a first
step toward fault-tolerant data-center systems. Starting from the Xilinx HLS compilation workflow, we design
1) a set of LLVM optimization passes that instrument an FPGA-accelerated application with migration points,
and 2) an asynchronous periodic data backup scheme for efficient context transfers. These together allow the
FPGA-accelerated task to migrate statefully from the FPGA onto its host CPU where execution is resumed.
We evaluate this proposal on several applications and show that, although reliability (inevitably) comes at
a cost, our framework offers promising results by transforming a set of common benchmark kernels into
fault-tolerant kernels with acceptable best-case runtime overheads (e.g., 1.1x for Gaussian Blur filter and
MaxPool operation). We also show that FPGA task preemption allows HW-SW multitasking.
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1 Introduction
Data intensive workloads, such as deep learning and scientific applications, are amongst the most
common applications in data-centers. Such workloads perform a reduced set of operations on
large batches of data. To take advantage of this characteristic and reduce computing costs (i.e.,
$ per operation), many data-centers – such as cloud, edge, and HPC, incorporate heterogeneous
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processing elements, e.g., GPUs (Graphics Processing Units), FPGAs (Field Programmable Gate
Arrays), Application-Specific Integrated Circuits (ASICs), etc. [41, 47] in their offer. Amongst others,
FPGAs have demonstrated their ability to provide flexible and efficient computation [7, 17].
With the rising interest in incorporating efficient processing elements in data-centers, both

industry and academia have made significant efforts to ease the integration and the usage of FPGAs.
A significant step was the High-Level synthesis (HLS) tools that enable the generation of FPGA-
compliant “executables" from high-level languages descriptions (C, C++, OpenCL, ...) [23, 43, 64]. As
a result, many data-center providers integrate FPGA accelerators into their servers and adpot them
as a “standard" service, also called FPGAs-as-a-Service [21, 44, 61, 72]. However, the integration
of accelerators in data-centers raises several Quality of Service (QoS) related issues, such as fault
tolerance and resilience, resource sharing and prioritization – not yet solved on FPGAs [9].
Checkpointing-rollback. Data-centers are multi-tenant environments, where hardware re-

sources are securely shared between users. Multi-tenant systems increase the risk of security
attacks, e.g., denial-of-service, which render FPGAs unusable, similar to the case of an FPGA
hardware error [9, 12, 35, 40, 52]. Hardware component failures, resulting from security attacks or
hardware errors, may occur anytime. Hence, to solve the issue of fault tolerance and resilience, the
system must be robust against unpredictable failures such that the compute service always remains
available. A common strategy to address this is the checkpoint-rollback paradigm: during the
execution of an application, the system takes snapshots of the application’s internal state and saves
it outside the component executing it. If a component failure happens – e.g., an FPGA hardware
error – the application can resume from the last valid snapshot and does not need to restart from
scratch. This saves time and helps maintain the application running with minimal degradation.

The sharing of resources among multiple tenants revives the need for prioritization. An hardware
task running on FPGA may have a lower priority than a newly spawned one, which may have
to be executed immediately on the FPGA. The lower priority one could be killed or preempted.
Checkpointing-rollback can also be used to instantly preempt a hardware task running on an FPGA,
thus avoiding the loss of the already executed calculation.
Heterogeneous Checkpointing-rollback. A challenge of checkpointing-rollback is to save

viable snapshots from which the application can safely resume, i.e., the input or output data must
not be corrupted, and all the relevant information on the computing state must be recorded. In
addition, taking snapshots should minimally impact the application execution time. Hence, for
performance and viability reasons, snapshots cannot be placed at any processing point. Moreover,
once an FPGA failure occurs or a preemption is triggered, the interrupted hardware task should be
resumed as soon as possible to minimize service downtime – hence, providing fault tolerance and
availability. However, resuming on the same or another FPGA may not be possible because of a lack
of resources, or may require significant time, because of queuing, reset, and reprogramming (see
Section 2). Therefore, unlike previous work [59], we are the first to propose the resumption (rollback)
of the FPGA-accelerated task on its host CPU. This has the advantage of reducing data movements
and competition for FPGA resources and providing minimum resume latency and downtime, but
requires handling cross-architecture migrations between two very different architectures: CPU-
based execution and custom hardware design tailored to user-defined applications.
We introduce HW-SW migration: a mechanism that allows moving a task from a hardware

computation engine (FPGA) to software running on a processing unit (CPU) at fine granularity,
without losing the achieved intermediate computation progress. HW-SW migration introduces the
complex problem of migrating between FPGAs to CPUs that requires the identification of equivalent
processing points at which an application state is transferable between architectures [6, 39, 56].
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Fortunately, kernels running on FPGA have specific characteristics, such as idempotence1, which
make possible kernel migration from one architecture to another (see Section 4).
Contributions. We propose to increase the flexibility, reliability, and shareability of FPGAs

through a compiler-based toolchain that inserts checkpoints at equivalence points between custom-
hardware processing and CPU processing. Key contributions:

• An open-source compilation toolchain, based on LLVM, that automatically inserts checkpoints
based on user directives and creates equivalence points to enable cross-architecture live task
migration from FPGA to CPU. It requires no source-code changes and therefore supports
legacy applications.

• A methodology to transform any offloaded task running on FPGA into a preemptible appli-
cation via checkpoint-enabled FPGA to CPU task migrations. On top of that, we propose a
system able to detect and mitigate Denial-of-Service attacks. Checkpoints are inserted in the
offloaded kernel. Each time a checkpoint is successfully reached, the context of the task is
sent to the host. When an FPGA crash is detected or a preemption is triggered, the host CPU
resumes the task execution from the last valid received checkpoint.

• An evaluation of the proposed tool on real use-cases.
Outline. This paper is organized as follows: Section 2 further motivates this work; Section 3

discusses background and related work; Section 4 introduces our FPGA-CPU migration; Section 5
details the implementation of our work. Sections 6, 7 and 8 describe key use cases: fault-tolerance,
preemption and modular redundancy; Section 9 presents and analyzes our experimental results.
Section 10 discusses the work limitations, Section 11 concludes.

2 Motivational Use Cases
Fault Tolerance. FPGA failures can result from: organic hardware malfunctions [1], or external
attacks [9, 12, 35, 40, 52]. Although the error rate of FPGAs is generally low (Intel FPGA claims
a Mean Time to Failure of 22.83 years [19]), the error rate is highly dependent on the system
environment [2], and radiation-induced soft errors can cause crashes every few hours in large-scale
deployments [31]. Also, since cloud servers are multi-tenant, they are vulnerable to attacks from
malicious actors [12, 29]. A body of work has demonstrated that FPGAs are prone to crashes
triggered by either direct voltage-based attacks, or bitflips at specific locations [24, 34, 38]. La et al.
[34] demonstrated that in a cloud environment, Denial-of-Service (DoS) attacks may disable (crash)
an FPGA for several hours before a new instance can be started, leading to monetary losses and a
poor customer experience.
In FPGA-acceleration, the loose coupling between host and accelerator does not allow the

former to obtain information on the computation progress achieved by the latter, nor monitor the
occurrence of failures. In many cases, the host CPU is unable to detect an FPGA crash, and will
keep waiting for a reply from the crashed FPGA, causing the application, and even the host, to stall.
For host CPUs that can detect and handle such faults, they must restart the entire accelerated task
from scratch – including FPGA reset and reprogramming, which severely increases service latency.
This issue is most detrimental to FPGA-accelerated applications with long runtimes such as DNA
sequencing, where runtimes on large datasets can extend to thousands of minutes [36].
Previous work (see Section 3) has proposed FPGA to FPGA migration: this solves the issue of

losing what has been computed so far. However, this may require that another identical FPGA is
available in the same data center (see Figure 1a) or in the same machine (see Figure 1b). Then, in
the first case, the full (hardware) state of the task must be moved from one machine to another, and

1The idempotence principle is that performing an operation multiple times should have the same effect as performing it
once.
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in the second case, users have to wait for FPGA to be available [9]. In both cases, reprogramming
time will further slow down the task. Table 1 reports the reprogramming time necessary for a
set of kernels we used in the evaluation. If no other FPGA to reprogram is available on the same
machine – because not physically present or busy with other tasks – we may want to reset the
the faulty FPGA. In the case of a Xilinx U50, the cost is about 4.8s in our setup (see Section 9).
Moving the task to another server with available FPGA resources in the data center, requires a
VM/container migration that may take seconds due to coordinations with orchestrators. Hence,
this paper explores the possibility of restarting the FPGA task on CPU resources.

Table 1. Vanilla kernels’ FPGA reprogramming time (ms)

Lud 1024 Lud 3072 Kmeans Choles. Blur MiniMap MaxPool
312 413 122 679 83 803 764

Fine-grain Sharing. The number of tasks that require FPGA acceleration in data centers may
exceed the available FPGA hardware, creating potential resource contention [61]. Because of
contention, FPGA tasks are queued for available hardware resources as FPGAs typically operate
under a non-preemptive execution model and tasks must run to completion once started [15].
Such constraints may present difficulties when high-priority tasks arrive while the limited

FPGA resources are occupied by longer-running, lower-priority workloads. For instance, scenarios
involving long-running FPGA tasks such as machine learning training or genomic sequencing
– these could potentially occupy scarce FPGA resources for extended periods, raising questions
about how to balance resource allocation and system responsiveness. These considerations suggest
exploring mechanisms for fine-grain FPGA sharing: preemption, addressing resource management
challenges while maintaining efficient system operation. We believe that preemption may also
enable "spot" FPGA instances in data centers, similar to spot VMs [70].
N-Modular redundancy. Safety-critical applications subject to stringent requirements, such

as aerospace control systems[58], medical devices, or automotive safety functions[28]—require
guaranteed error-free execution. These applications commonly employ N-modular redundancy
(NMR) [32], where N instances of the same task execute simultaneously with continuous cross-
validation. For the highest criticality levels, safety standards mandate implementation diversity,
requiring each redundant instance use different approaches or heterogeneous hardware to avoid
common-mode failures[27]. Silent data corruption (SDC) represents a critical failure mode in FPGAs,
where computations complete without error detection but produce incorrect results. Large-scale
studies show that SDC occurs in 60-90% of FPGA soft errors [31]. Unlike fail-stop failures that
trigger protective responses, SDC undermines safety standards by allowing corrupted outputs to
propagate undetected. In most FPGA-accelerated computation scenarios, the CPUs are paired with
FPGAs in the system to act as the control plane. CPU-based computation also exhibits lower failure
rates compared to FPGAs [20, 31], making the CPU a perfect candidate to act as a golden reference
model and backup execution module.

3 Background and Related Work
Common FPGA architectures in data-centers are: a server connected to an FPGA (e.g. Microsoft
Catapult v2 [13]), or a server connected to multiple FPGAs (e.g. AWS F1 [47]), see Figure 1. The
choice of architecture is often dictated by its cost-effectiveness [9], or application requirements [53].

3.1 Compiler-based Checkpointing
To address cross-architecture migration, we propose a checkpoint-based approach. Periodically
taking a snapshot of the current execution state of an application, and storing it in memory (i.e.,
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creating a checkpoint) in order to restore and replay the execution from that point in the event of a
failure, is a well-established technique. An extensive body of work exists on that topic. Among
those, some proposals have taken advantage of compiler passes to create checkpoints. Zhao et al.
[73] propose a software checkpointing framework. Users can specify checkpoint regions, then use
compiler-driven transformations to instrument all relevant write/store operations with function
calls to back up the values of the stored variables to memory, and insert special functions to handle
system functions with implicit memory writes (e.g., memcpy). The backed-up data is stored in a
dynamically-sizable checkpoint buffer in main memory. Choi et al. [16] propose Bolt, a compiler-
based soft error recovery scheme that enables error recovery on transient faults via re-execution of
errored code regions. Bolt partitions and transforms the program code into idempotent regions,
and checkpoints each region at the region boundaries. While these proposals settle important
bases for checkpointing – code instrumentation and idempotent-region partitioning – they are
not sufficient to create the architecture-agnostic equivalence points that are needed for stateful
HW-SW migration. Moreover, these solutions do not target FPGAs, which require special care
regarding the way the computation state is captured.

3.2 Checkpointing an FPGA Kernel
Extensive literature has presented the opportunities to preempt and restore hardware tasks running
on FPGAs [3, 11, 33, 45, 50]. Former solutions benefit from the read-back bitstream feature offered
by many FPGA providers which snapshots the FPGA’s state and reloads it when required [50]. This
method has a few main drawbacks: 1) the internal state of BRAMs and DSP blocks cannot be saved
or restored [4], 2) it is target dependant because a bitstream is only suitable for one target device,
and 3) the bitstream read-back feature is very slow [33]. To solve the partial checkpoint problem,
Attia et al. propose an extended multi-cycle hardware checkpoint mechanism that reveals the state
embedded in BRAM or DPS blocks [3, 4]. Other works [11, 33, 45, 57] have preferred to perform
selective context saving using checkpoint based alternatives. In these solutions, the useful (i.e., live)
context is stored using additional hardware, like a scan chain [11, 33].
While these proposals enable a hardware task to stop and resume on the same FPGA, they do

not support moving tasks from one FPGA to another. More recent papers addressed this issue
and allow the preempted task to be migrated from one FPGA to another [55, 59]. Notably, in [55]
the authors rely on the high-level OpenCL programming framework to move a task during its
execution instead of a low-level hardware approach. They designed a full FPGA Manager engine
that can allocate FPGA slots and relocate tasks from one FPGA to another. Also, this proposal does
not store the live context of the task. Moreover, it relies on the OpenCL work item breakdown
scheme to re-submit uncompleted work items to the new FPGA, which limits its applicability to
scheme-compatible tasks only.

(a) Local Accelerator Model (b) Accelerator pool Model

Fig. 1. Example of FPGA linking in datacenters.
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4 Fine-grained live HW/SW task migration
Our proposed migration from a hardware-based FPGA task to a software task on a CPU avoids
the limitations of previous works. It allows a task to resume its execution directly and quickly
on its nearby host CPU in the event of a crash or preemption or a silent-fault; data need not be
transferred wholesale between nodes, and other FPGAs need not be overloaded with more tasks.

Fig. 2. Single input source approach for explicit
checkpointing

Fig. 3. Toolchain overview. Green background high-
light the custom step we have added or modified

4.1 Hardware/Software migration challenges
The usual workflow for an offloaded kernel is: 1) read data inputs, 2) progressively compute the
outputs based on these inputs and any intermediate computational states, and finally 3) commit
the final computed outputs. Thus, to migrate a task between processing engines without losing
the achieved progress requires moving both the task description (e.g., code) and the state of the
computation, i.e., the execution context.
Since execution contexts are architecture-specific, some states are complex to translate from

one processing engine to another (e.g., from x86 to ARM) [5, 6, 42, 69]. Consequently, in literature,
cross-platform migration can only occur at specific, well-chosen points. For instance, Barbalace
et al. [6] only allows heterogeneous-ISA (Instruction Set Architecture) migration at predefined
points in the code. In our case, the micro-architectures of a hardware kernel running on an FPGA
differ significantly from a CPU-based kernel execution. In CPU, execution context is held by
𝑇𝑖 =< 𝐿𝑖 , 𝑆𝑖 , 𝑅𝑖 , 𝐻𝑖 > with 𝐿𝑖 the Local storage data, 𝑆𝑖 the user-space stack, 𝑅𝑖 the user-space visible
state of the CPU (i.e., registers) and 𝐻𝑖 the Heap data space [6]. In contrast, for FPGA custom
hardware, the context is spread across logic registers, BRAMs, and other FPGA internal memories..
Clearly, the translation is non-trivial.
Previous work circumvented this issue by either restricting migration to function boundaries

only [25], or targeting specific workloads that restrict the context to OpenCL work-item indexes
to be able to re-dispatch the remaining work-items to a different target[55]. However, none of
these are suitable for generic and dependable high-QoS systems. The first method does not enable
fine-grain migration: in the event of a failure, the whole function must be replayed on the new
computation engine, which can incur a significant rollback delay. The second method only applies
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to workloads that can be split into OpenCL work-items, rendering it dependent on the OpenCL
programming model and inapplicable to legacy applications without code refactoring.

Unlike these approaches, we devise a solution that enables the fine-grained migration by creating
on-demand migration points — called equivalence points — in the intermediate representation of
an application. These equivalence points are created via custom subroutines inserted into a task.
These subroutines: 1) capture the relevant live context of the task and 2) enable migration.

4.2 Building explicit equivalence points
FPGA kernels have two characteristics enabling the extraction of consistent task contexts with
extra routines: 1) those are enclaved within the target and do not modify the global memory or
access peripherals on their own. 2) Outputs are often written in the FPGA buffer and then copied
to the central memory on the host’s request. This execution model ensures that outputs are only
committed on demand.
These characteristics allow us to ensure idempotent processing for offloaded kernels. Hence,

by managing partial output committing, we can guarantee the consistency of the system when
restarting the function and reloading its context on another processing engine.

Listing 1. Checkpoint BB
b b . c k p t 1 :
s tore %ID , memCkpt [ 0 ]
s tore %index , memCkpt [ 1 ]
s tore %matA , memCkpt [ . ]
. . .
%bb . c kp t 1_ end :

Listing 2. Restore BB
b b . r e s t o r e 1 :
%ID = load memCkpt [ 0 ]
%index = load memCkpt [ 1 ]
%matA = load memCkpt [ . ]
. . .
br labe l %bb . ckp t 1_end

Our framework adds custom sub-routines – checkpoints, into the kernel workflow. These check-
points explicitly extract the live context of the task and store it into a dedicated memory area.
Listing 1 shows a pseudo-code of the checkpointing process. The context of a task at a specific
checkpointing point comprises all the live variables at that point. A variable is “live" at a point if it
holds a value that will be used in the future. The restoration process consists of reading the task
context from the checkpoint memory area and reloading live variables with their previous value,
as shown in Listing 2. Unlike software, hardware does not have the notion of function calls (stack)
and heap. This causes some restrictions when restoring the task onto the software (CPU) side: We
must either reconstruct a consistent stack or ensure that checkpoint/restoring processes only occur
at the first level of the function call tree. Our design employs the latter.

However, the main challenge remains: given the significant differences between the CPU-based
software version of a task and its FPGA-based hardware version, there is no guarantee of finding
natural equivalence points between them. Indeed, target-specific optimization passes on both sides
can refactor the code and remove variables. For example, if the HLS tools implement a loop as
an n-stage pipeline, the loop index as it appears in the software source code will not exist in the
hardware task implementation [18].
We overcome this by designing our framework to use a single shared task representation. We

leverage HLS tools to specify a single high-level language source code for both software (CPU) and
hardware (FPGA) implementations of the task, into which we insert our dedicated sub-routines
before any target-specific optimizations and compilations are performed. Figure 2 shows this
methodology: Our single input source code (e.g., a C/C++ description of the task) is lowered to
an Intermediate Representation (IR) by the compiler front-end. At this level, we perform analyses
and code transformations to insert our custom sub-routines. Finally, the modified IR is sent to the
target-specific compiler back-ends to generate separate executable files for CPU and FPGA. These
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(a) Inserted Checkpoint BBs (b) Restore process BB

Fig. 4. Illustration of added BBs in the initial task CFG

executable files both implement the same explicit checkpoints at the same code locations, ensuring
structural equivalence at such points.

4.3 A compilation-based checkpointing mechanism
For context extraction, our checkpoints must know all the live variables at the checkpoint locations.
For ease of usage, checkpoints are inserted by the compiler. We perform this at IR level due to 1)
the code analysis and transformation steps required (liveness analysis, etc.) and 2) the fact that it is
the lowest task representation shared between hardware and software implementations.

Figure 3 shows the compilation toolchain, and highlights our proposed enhancements in green.
It consumes two input files: the offloaded kernel’s source code (right), and the host’s code that
manages the offloading of the kernel onto the target (left). The compilation is extended to automatic
checkpoint/rollback code insertion in three steps: Basic Block (BB) splitting, liveness analysis, and
(actual) checkpoint insertion, detailed in Section 5. With these steps, users need only to specify the
checkpointing locations, and the compilation process takes care of outputting sound binaries for
CPU and FPGA.

5 Implementation
Our toolchain is built upon the open-source Vitis HLS toolchain incorporating the LLVM-72
framework [63].

5.1 Custom Compilation Passes
Checkpoints are implemented by inserting new subroutines – new instructions and BBs – into the
kernel IR at the chosen checkpoint locations. Figure 4 illustrates the insertion of these BBs into the
initial Control-Flow Graph (CFG) of the task. The save and restore subroutines are inserted at
each checkpoint (see Figure 4a). The restoreManager subroutine is inserted within the function’s
entry block (entry BB) to control which checkpoint to restore execution to, based on a checkpoint
ID (CkptID) stored in the checkpoint memory segment (Figure 4b).
A 3-pass Compiler Support. We design our compiler support as a 3-pass compiler flow. The
kernel code is first compiled by clang++ into LLVM IR. The 3-pass flow consumes this IR and
2Our custom compilation passes are also LLVM-14 compatible.
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Fig. 5. 3-pass Compiler Workflow

outputs the final checkpointed kernel IR, which can be lowered into binary for CPU execution, or
synthesized into hardware bitstreams for FPGA execution. The stages of the 3-pass flow are shown
in Figure 5, and are as follows:

(1) SplitConditionalBB (IR pre-processing). Perform per-Function pre-processing transforma-
tions on an unmodified user’s kernel IR file to facilitate subsequent subroutine injection.
It extracts single-successor BBs from N-successor BBs by splitting before the terminator,
allowing simpler subsequent insertions of checkpoint/restore BBs.

(2) LiveValues (liveness analysis). Perform per-Function liveness analysis for each BB in the
pre-processed IR Module. The results of the analysis are outputted as JSON files.

(3) SubroutineInjection (checkpoint insertion). Consume the analysis data from LiveValues,
and perform Module-level transformations on the pre-processed IR. The checkpoint locations
are identified by locating user-directed checkpoint() directives in the kernel. This pass
outputs the final checkpointed IR, and a metadata file used by the host to allocate the
ckpt_mem_seg memory segment where checkpointed data is stored.

Inter-PassCommunication.A challenge in these passes is the transfer of data between LiveValues
(FunctionPass) and SubroutineInjection (ModulePass). Each LLVM pass has a private memory
space that is inaccessible from other passes; data transfer between passes must be mediated by the
LLVM framework. The open-source Vitis HLS toolchain uses a legacy LLVM-7 framework that does
not allow such data transfer between FunctionPasses and ModulePasses (unless in special situa-
tions). Although LLVM-7 allows such data transfer between passes of the same type, LiveValues
uses dependencies that make it difficult to modify it into a ModulePass, and SubroutineInjection
must be a ModulePass to perform Module-wide analysis and transformations. We therefore opt to
perform this data transfer using an external JSON file.
Subroutine Injection Process. Listing 3 shows the algorithm to insert and populate checkpoint and
restore-related BBs. It first performs checkpoint selection via get_checkpointedBBs(), then inserts
a restoreControllerBB. If successful, it processes each checkpointed BB in turn, where it inserts a
saveBB, restoreBB and junctionBB trio. Finally, for each tracked variable in the checkpointed BB,
it computes its index position in ckpt_mem_seg, populates the saveBB, restoreBB and junctionBB
with the appropriate instructions, and (if appropriate) propagates the PHI result from junctionBB
across the CFG to maintain the IR’s SSA form.
Type Conversions for Mixed Datatype Checkpoints. To simplify data saving and restoring, we
adopt a conservative storing strategy that formats the checkpoint memory segment into the most
memory-demanding data type. For example, if the context is composed of float and char variables,
the checkpoint memory segment will be of float type, thus avoiding any memory segmentation
issues. This also simplifies the calculation of the addresses (i.e., offsets) for the variables, as each
variable occupies the same amount of memory. For cases where checkpointed variables are not
all of ckpt_mem_type, we insert type conversion instructions (e.g. sitofp, fptosi) before storing
into and after loading from ckpt_mem_seg.
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Listing 3. Checkpoint Insertion Algorithm
for Func in Module do

checkpo in ted_BBs = ge t_ checkpo in t edBBs ( Func ) ;
i f ( checkpo in ted_BBs . i sEmpty ( ) ) do return ;

s u c c e s s _ r c = i n s e r t _ r e s t o r e C o n t r o l l e r B B ( ) ;
i f ( ! s u c c e s s _ r c ) do return ;

for BB in checkpo in ted_BBs do
s u c c e s s _ s = i n s e r t _ s a v eBB ( BB ) ;
i f ( ! s u c c e s s _ s ) do continue ;

s u c c e s s _ j = i n s e r t _ j u n c t i o nBB ( BB ) ;
i f ( ! s u c c e s s _ j ) do

e r a s e _ i n s e r t e d _BB s ( BB ) ;
continue ;

i n s e r t _ r e s t o r e BB ( BB ) ;

t r a c k e d _ v a r s = ge t _BB_ t r a cked_va r s ( BB ) ;
for t r a c k e d _v a r in t r a c k e d _ v a r s do

compute_ckpt_mem_idx ( t r a c k e d _v a r ) ;
savedVar = popu la t e_saveBB ( t r a c k e d _v a r ) ;
r e s tV a r = popu l a t e _ r e s t o r eBB ( t r a c k e d _v a r ) ;
newVar = add_PHI_juncBB ( savedVar , r e s tV a r ) ;
i f ( newVar i s not a r r ay p t r ) do

propaga t e ( newVar ) ;
p o p u l a t e _ r e s t o r eCon t r o l l e r BB ( ) ;
a s s i g n _ g l o b a l _ c k p t _ ID s ( ) ;

Listing 4. Checkpoint pseudo code
b b . c h e c k po i n t :

n = 0
/ / ArrayA i s f u l l y cop i ed
/ / i n t o the che ckpo in t memory
f o r elem in arrayA :

s tore %elem , memCkpt [ n++]

Listing 5. Incremental checkpoint
b b . i n c r emen t a l _ c h e c k p o i n t :

n = 0
/ / Only the mod i f i e d e lement o f ArrayA
/ / a r e cop i ed i n t o the che ckpo in t memory
whi l e ( ! s t a ck_a r r ayA . emp ty ( ) )

% i dx = c a l l i32 @pop ( s t a ck_a r r ayA )
s tore arrayA [ i dx ] , memCkpt [ n++]

Fig. 6. Incremental checkpointing illustration. Green numbers show how indexes are pushed into stack.

Incremental Data Checkpointing. Since kernel’s final computation results are usually computed
incrementally during its execution, the difference between the contexts saved by two adjacent
checkpoints is often small. We therefore perform incremental checkpointing — which only copies
the context data that has been updated by the kernel since the previous checkpoint — to minimize
costly accesses to the FPGA’s external memory.
However, static analyses (such as the liveness analysis used) cannot determine which memory

slots of arrays have been written if the indexes are defined dynamically at runtime. Even worse,
static analyses struggle to calculate static indexes if the define-chain is too complex. As a result,
only dynamic tracking of slot indexes that have been modified between two checkpoints can
ensure the minimal amount of data has been checkpointed. We perform this dynamic tracking
by instrumenting store instructions to arrays in the IR code as shown in Figure 6. Each time a
store to an array occurs, the address offset is stored in a dedicated stack. Hence, for each store
instruction, we extend the LLVM optimization pass to retrieve the base address of the array and
the index by rewinding the SSA variable path as shown in Figure 7. Note that the base address is
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used to determine the stack on which the index should be pushed. Then, when performing the
checkpoint, we pop the stack associated with an array and copy each corresponding array element
to the checkpoint memory area as shown in Listing 5.

Fig. 7. Static store instruction analysis. Orange squares are intermediate variables that must be rewound.
Blue squares designate the final values for our analysis: line 7 %val data value, line 3 %idx index value, line 1
%a array base address.

5.2 Enable fine-grain Host-Target Communications
Xilinx Low-Level Driver (XRT). Although FPGA providers offer a diverse suite of libraries to
ease kernel handling, they often do not offer fine-grained support for kernel management. For
example: the Xilinx Vitis OpenCL library does not allow users to transfer information during kernel
execution, making periodic backup of checkpointed data to host memory non-trivial.
We thus directly use the Xilinx XRT driver API to manage 1) the user kernel, 2) checkpoint

memory backup, and 3) failure detection. Data offloading to the kernel follows the classical OpenCL
sequence. Checkpoint backup, failure detection and task resumption is managed by a daemon (Posix
thread) running on the host. This daemon performs periodic synchronization of the checkpoint
and heartbeat buffers to offload the saved context data and trigger the task restoration process if
FPGA failure is detected.
Host-FPGA Synchronization. We decouple the onboard checkpoint saving (write) process from
the host data backup (read) process for improved performance. To avoid data corruption from this
asynchrony, we protect the data-write procedure with a mutex — set to “locked" at the start of
the checkpoint data saving process, and to “unlocked" once complete — and use additional HLS
directives to enforce the sequential in-order execution of checkpointing-related instructions (i.e.,
#pragma HLS protocol in our case).

6 Use case: Fault-tolerant FPGA Task
6.1 Failure model
The proposed framework targets FPGA accelerators used in cloud systems such as Amazon AWS
[47] and Microsoft Catapult v2 [13]. These types of multi-tenant systems are prone to attack by
malicious users [30]. These attacks can be carried out through different channels: Physical Attacks
[52], Malicious IPs or reconfiguration [14], etc. Denial-of-Service (DoS) is definitely one of the
objectives of these attacks [30, 71]. Indeed, previous works have demonstrated that FPGAs can be
made completely unresponsive by these attacks [24, 34, 37]. Our failure model, therefore, considers
the entire FPGA and its memory as the failure zone (Fig. 8). In the event of failure, this entire zone
is out of service, and no data can be extracted from it. Since such DoS attacks (and the resultant
crashes) are unpredictable, one cannot anticipate the precise failure point. Consequently, sensitive
data must be periodically saved outside the failure zone to be reliably accessible after a crash.

6.2 Active/Standby approach
We adopt an Active/Standby approach, which is commonly used in data-centers to ensure service
availability after component failure [10, 26, 51]. There are two instances of the same task: an active
one running on the FPGA, and a shadow task waiting (standby mode) on the host CPU. Our shadow
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Fig. 8. Failure region, superimposed over the Microsoft Catapult node architecture [22]

task saves the progress achieved by the active task, i.e., stores the completed checkpoints from the
FPGA into the CPU’s host memory. When an FPGA failure is detected, the shadow task promotes
itself to an active task by executing the program from the last valid stored checkpoint.

6.3 Implementation Details
Figure 9 illustrates the proposed framework applied to an FPGA-accelerated application. The upper
part (Figure 9(a)) shows the system before the FPGA failure. The lower part (Figure 9(b)) shows
the system when a failure occurs. The left side of each part represents the (host) CPU and its
memory, while the right side depicts the FPGA with its Programmable Logic (PL) and its local
memory (target memory). The host application relies on the drivers and APIs provided by the
FPGA manufacturers to communicate with the FPGA. This diagram assumes that the FPGA is a
Xilinx fabric due to its prominence in the FPGA market. Hence, the CPU driver is XRT and the
internal communication bus is the AXI bus [66, 68]. The blue numbers represent runtime actions:
The first step consists of running the host application on the CPU (Fig. 9(a).1). The host application
launches the kernels’ execution on the FPGA using XRT API/driver (Fig. 9(a).2). The Compute
kernel corresponds to the user-offloaded kernel that has been instrumented with checkpoints.
When a checkpoint is encountered, the task context is saved to the FPGA’s local memory. The
Heartbeat kernel is responsible for detecting failures by periodically updating a heartbeat variable
that indicates that the system is alive. The Daemon thread on the host application monitors this
heartbeat (Fig. 9(a).3), and also periodically copies the saved context out of the FPGA into the host
memory (Fig. 9(a).3). If the Daemon detects that the heartbeat is no longer updated (i.e., because
the FPGA has crashed (Fig. 9(b).5)), it interprets that as a component failure and starts the recovery
process (Fig. 9(b).6). The recovery process proceeds in two phases: first the software version of
the task is started (Fig. 9(b).6). Then, the last valid context of the task is reloaded from the host
memory (Fig. 9(b).7).

(a) Before FPGA failure (b) After FPGA failure

Fig. 9. Fault-tolerant FPGA accelerated application. Shadow yellow highlights the user task and its live
context.
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Fig. 10. Architecture of N-modular redundancy FPGA system

7 Use case: Preemptible FPGA Task
7.1 System Model.
Traditional FPGA systems operate under a non-preemptive execution model, where tasks occupy
FPGA resources until completion, preventing dynamic resource sharing. This rigidity limits the
ability to prioritize incoming workloads or overcommit FPGA resources, as high-priority tasks
must wait indefinitely for hardware availability. To address this, our framework introduces stateful
preemption, enabling FPGA tasks to be interrupted and migrated to the CPU when higher-priority
workloads arrive. This capability transforms static FPGA provisioning into a flexible, elastic re-
source model akin to cloud computing paradigms like "spot instances," where lower-priority tasks
temporarily occupy hardware but yield resources on demand.

7.2 Implementation Details
Tenants submit FPGA-accelerated tasks to the system, which are preprocessed by a checkpoint-
enabled compilation toolchain. During submission, tasks are assigned priority levels (e.g., high for
latency-sensitive workloads, low for batch processing).
When a high-priority task arrives and the FPGA is occupied by a lower-priority workload, the

host initiates preemption: 1) The FPGA undergoes a soft reset to free resources, avoiding full
reconfiguration. 2) The high-priority task is immediately deployed on the FPGA. 3) The preempted
task resumes execution on the CPU from the latest checkpoint stored in host memory.

This workflow allows high-priority tasks to bypass queue delays while preserving progress for
preempted workloads. Although CPU execution incurs performance penalties, the checkpoint-
rollback mechanism eliminates the need to restart computations from scratch. In contrast, FPGA-
to-FPGA migration strategies [46, 54] require costly bitstream reprogramming and state transfers
between nodes. The proposed approach thus enables dynamic resource sharing aligned with cloud
elasticity models, where FPGA resources are over-committed and prioritized on demand.

8 Use case: N-modudar redundancy for safety-critical systems
Our toolchain enables a novel implementation of dual modular redundancy that takes advantage of
the heterogeneity of FPGA-CPU to further increase system reliability.

In the proposed framework, two FPGAs, FPGA A and FPGA B in Figure 10, execute an instance of
the same kernel, both programmed with bitstreams containing our checkpoint-instrumented kernel.
Each FPGA operates on the same input dataset, launched simultaneously through the XRT driver
API. To ensure deterministic execution, we configure both FPGAs with identical initial conditions
and disable any non-deterministic compiler features during HLS synthesis.
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The data checking between data produced by the FPGA is handled by a dedicated verification
thread (in light red in Figure 10). This thread runs on the host CPU, continuously monitoring
checkpoint buffers from both FPGAs asynchronously. The module implements the following
algorithm as shown in Listing 6.

In execution of the kernel, when an equivalence point is reached, the verification module checks
that the instances have produced the same results (i.e., the same checkpoint memory segment). If
this is the case, the checkpoint data are saved as last valid checkpoint and tagged as validated. If the
data segments of the two checkpoints differ, the reference execution based on last valid checkpoint
is migrated to the CPU, which continues to execute the application/kernel from the last validated
checkpoint, in a slower but safer manner. We can also compare the two mismatching checkpoint
segments with the checkpoint computed by the CPU execution after migration to identify the
source of the failure, for fault isolation and analysis.

Listing 6. Checkpoint Verification Algorithm (pseudo-code)
while ( s y s t em_a c t i v e )

/ / Wait f o r new c h e c k p o i n t s from bo th FPGAs
ckp t_a = p o l l _ c h e c k p o i n t _ b u f f e r ( fpga_a ) ;
ckp t_b = p o l l _ c h e c k p o i n t _ b u f f e r ( fpga_b ) ;
i f ( ckp t_a . i d == ckpt_b . i d ) / / Compare c h e c k p o i n t da ta

i f (memcmp( ckp t_a . data , ckp t_b . data , c k p t _ s i z e ) != 0 )
/ / D i s a g r e emen t d e t e c t e d
t r i g g e r _ c p u _m i g r a t i o n ( l a s t _ v a l i d _ c h e c k p o i n t ) ;
f l a g _ f p g a _ f a u l t ( ) ;

e l se / / Agreement − upda t e l a s t v a l i d c h e c k p o i n t
backup_checkpo in t ( ckp t_a ) ;

9 Evaluation
9.1 Experimental Setup
The evaluation of our proposal comprises two axes: 1) behavioral validation and 2) overhead assess-
ment. Most experiments are carried out on the following platform: An Ubuntu 18.04 workstation
with a quad-core Intel i5-6500 at 3.20GHz, 32GB of RAM, linked to a Xilinx Alveo U50 board [65] via
PCIe gen3x16. TheXilinx board is configuredwith the platform version xilinx_u50_gen3x16_xdma_201920_3.
We use Xilinx XRT driver version 2024.1. For the N-modular redundancy experiment, we use two
FPGA instances (FPGA A and FPGA B), as required by the redundancy setup in Section 8.

We evaluate our proposal on the following applications:
• Blur filter, a floating point implementation of a Gaussian Blur filter adapted from Ref [8].
We perform only a single pass filter with a Gaussian Kernel 10 × 10. The input is a 460x690
pixels image with the standard 3-color channels.

• Cholesky (SPLASH2 Benchmark suite) [62], which computes a matrix decomposition of a
sparse matrix. The input is a 512× 512 matrix of double-precision floats. The time complexity
of this algorithm is 𝑂 (𝑛3).

• Kmeans (Rodinia Benchmark suite) [48], a clustering algorithm frequently used in data
mining. We run it on 1 638 400 points with 34 features and sort them into 5 clusters.

• LUD (Rodinia Benchmark suite) [49], which factors a dense matrix. The dense 𝑛 × 𝑛 matrix
A is divided into an 𝑁 × 𝑁 array of 𝐵 × 𝐵 blocks (𝑛 = 𝑁𝐵). The block size has been fixed to
the standard size of 16 for this evaluation. We use two different sizes for the input matrix:
1024× 1024 (Lud 1024) and 3072× 3072 (Lud 3072). Each is made up of random float variables.

• MiniMap[36] (MMap in the rest of the paper), which performs read mapping of short DNA
sequences against a reference genome. The input is a subset of "chain" operation derived from
a test case that consists of 100,000 query sequences of length 100 base pairs each, matched
against a reference genome segment of 10 million base pairs.
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• MaxPool (from finn-hlslib [60], abbreviated to MPool in the rest of the paper), a fundamental
operation in convolutional neural networks that performs downsampling through maximum
value selection. The input is a 112×112 pixel feature map with 64 channels. We use a pool
size of 2×2 with a stride of 2.

• FIR filter (from finn-hlslib [60], abbreviated to FIR in the rest of the paper), a finite impulse
response filter. The input is a 1 638 400 sequence of random float variables.

The input data for each application is sized to best fit the available resources of the adopted
FPGA. Hence, we do not use partial reconfiguration. Table 2 shows the runtimes of the vanilla,
uncheckpointed versions of the evaluated kernels. The runtime of these applications is highly
dependant on the processed data size. Since these data-size-related runtime trends hold regardless
of the data set, this paper uses small input data sets to keep runtimes short and the evaluation
process tractable.

Table 2. Vanilla kernels’ runtime in seconds on FPGA

Lud 1024 Lud 3072 Kmeans Cholesky Blur MiniMap MaxPool FIR
0.79 16.6 0.38 0.69 2.67 134.28 23.6 17.9

Each application is assessed for different checkpoint rates/frequencies (High, Medium, Low, Very
Low), though for some applications, the maximum feasible checkpoint rate is constrained by FPGA
resource limitations on the size of the live execution state that can be stored. Table 3 shows the
approximate average inter-checkpoint time (𝐴𝑣𝑔𝑇𝑖𝑐 ) for each kernel, calculated from the number of
checkpoints performed during the vanilla kernel runtime on FPGA.

Table 3. Average time between checkpoints (𝐴𝑣𝑔𝑇𝑖𝑐 ) in ms for different rates and kernels

High Rate Medium Rate Low Rate Very Low Rate
Lud 𝐴𝑣𝑔𝑇𝑖𝑐 (ms) 12.4 24.8 123.9 -
1024 Num Ckpt 64 32 6 -
Lud 𝐴𝑣𝑔𝑇𝑖𝑐 (ms) 86.5 172.9 864.7 -
3072 Num Ckpt 192 96 19 -

kmeans 𝐴𝑣𝑔𝑇𝑖𝑐 (ms) 1.88 3.76 18.8 188.1
Num Ckpt 200 100 20 2

Cholesky 𝐴𝑣𝑔𝑇𝑖𝑐 (ms) 1.34 2.68 13.4 134.2
Num Ckpt 512 256 51 5

Blur 𝐴𝑣𝑔𝑇𝑖𝑐 (ms) 5.9 11.85 59.2 592.4
Num Ckpt 450 225 45 4

MiniMap 𝐴𝑣𝑔𝑇𝑖𝑐 (ms) - 83.9 167.3 891.0
Num Ckpt - 1604 802 151

MaxPool 𝐴𝑣𝑔𝑇𝑖𝑐 (ms) 44.2 62.3 103.6 -
Num Ckpt 534 380 227 -

FIR 𝐴𝑣𝑔𝑇𝑖𝑐 (ms) 76.0 163.1 469.2 -
Num Ckpt 233 116 38 -

9.2 Validation of the migration framework
To validate the proposed migration framework, each application is run twice: once on CPU (only) to
compute a reference output, and then a second time on the FPGA, where the application is migrated
to the CPU when an FPGA failure occurs. The outputs from both runs are then compared to check
the validity of the computation that underwent live migration. All applications have been shown
to produce valid results. Failures are emulated by interrupting the checkpoint memory segment
update on the target. The failure time can thus be adjusted when kernels start.

Figure 11 shows the runtimes of the Kmean kernel (with migration) for the 4 different checkpoint
rates. The blue bars show the execution time of the kernel on the FPGA, before migration. The red
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bars show the execution time of the kernel on the CPU, after migration. The migration time is of
the order of microseconds and is therefore not visible in the figure.
All applications migrate when about 25% of the output computation on the FPGA has been

consolidated by checkpoints. We observe that the runtimes required to achieve 25% of output
computation increase with the checkpoint rate.
Indeed, performing checkpoints takes time and therefore slows down the kernel’s execution.

Section 9.3 investigates this behaviour. The CPU runtime is the same for each use case, since the
CPU task completes the remaining 75% of computation for each test case.

Fig. 11. Kmeans Kernel execution with a live heterogeneousmigration after 25% of data computing completion.

9.3 Runtime overheads assessment
The insertion of additional checkpoints incurs two types of overhead: time and area (or hardware).

Figure 12 shows the runtime overheads incurred by checkpoints on the evaluated kernels for
different checkpointing rates: High, Medium, Low, and Very Low. The approximate checkpointing
frequencies for each of these rates for each kernel are shown in Table 3. This assessment considers
both incremental and non-incremental checkpointing strategies. Slowdowns are normalized to the
runtime of the Vanilla kernel version on FPGA.
In Figure 12, the dark blue bars show the runtimes of the kernels on the FPGA with non-

incremental checkpoints; while the light blue bars correspond to the kernels running on the FPGA
with incremental checkpoints. As expected, reliability comes at a cost, and all dependable kernels
take longer to complete than the Vanilla version. There are two reasons for the observed slowdowns:

• The checkpointing process itself, as copying data from FPGA registers and internal RAMs
to target memory is time-consuming. This phenomenon is apparent in the performance of
non-incremental checkpointing cases, where the entire live data set is copied each time a
checkpoint is processed. The higher the checkpoint rate, the higher the runtime overhead.

• Changes to the workflow resulting from the addition of checkpoints. The HLS tool may fail
to fully optimize a kernel due to the addition of checkpoints, which changes the CFG of the
task. This can be observed in the Kmeans kernel, where the initial perfect loop is impacted
by the checkpointing process [67], which prevents the HLS tool from fully optimizing the
loop. This explains the large slowdown despite the very low checkpoint rate (Figure 12c).

Inspecting the runtimes for incremental checkpoints, Figures 12a and 12c show less extensive
slowdowns for all checkpoint rates compared to non-incremental checkpointing: only ≈ 1.1x slower
for Blur and ≈ 19x slower for Kmeans. Such behavior highlights the benefits of incremental check-
pointing. However, Cholesky (Fig 12d) and Lud (Fig 12e, 12f) kernels display opposite performance
trends because they perform too many memory writes per checkpoint, which causes the overheads
of our incremental checkpoints’ memory tracking mechanism to exceed its runtime savings. For
these kernels, it is more efficient to simply perform non-incremental checkpointing instead. We can
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also notice that incremental checkpointing overheads for Blur and Cholesky remain constant with
decreasing checkpoint frequency, because here the runtime savings from sparse checkpointing are
offset by the increase in the amount of execution context that must be incrementally checkpointed
as the checkpoints are placed further apart. We conclude that runtime overheads are highly depen-
dent on the specific kernel workloads (checkpoint size, code implementation, etc.). Indeed, if the
rate of the checkpoints has an impact on performance, their location in the kernel is the primary
factor affecting performance. Hence, certain criteria must be considered when selecting a suitable
location for a checkpoint. While reducing the size of the active variable seems obvious, other
criteria may be less straightforward, such as avoiding inserting a checkpoint in a section of code
that could/should be aggressively optimised by the compiler’s optimization passes (particularly by
the hardware backend). As this can be complex for an unfamiliar user to figure out, an interesting
future work could be to improve the proposed toolchain with automatic checkpoint selection. This
extension could leverage the report generated by HLS and use a cost model to automatically insert
checkpoints at the most appropriate location.

These experiments also show that, despite the migration-enabled FPGA kernels comes at a cost,
with a well-chosen configuration, many kernels can still benefit from FPGA acceleration. The most
noticeable example is FIR 12b that exposes significant speedups for the instrumented FPGA versions
compared to CPU execution.

Table 4. Kernels’ restore latency in milliseconds

Lud 1024 Lud 3072 Kmeans Cholesky Blur MiniMap MaxPool FIR
Restore latency (ms) 1.94 18.07 6.32 0.98 1.03 31.90 10.62 7.33
Checkpoint size (MB) 4.19 37.75 7.70 2.10 3.81 123.68 22.70 16.6

9.4 Kernel resume latency
Table 4 shows the time taken by our system to migrate the application from an FPGA and restore
its execution on a CPU. This is competitive relative to the FPGA-FPGA migration proposed by
related work, which incurs additional delays (at least a few seconds) to reconfigure the target FPGA.
Our restore latency depends on the data checkpoint size, but there is no direct correlation between
these two figures, as the nature of the data must be taken into consideration — copying 𝑛 32-bit
variables takes more time than copying a single memory chunk of 𝑛 × 32 bits (e.g. an array).

9.5 Incremental checkpointing analysis
Figure 13 shows how the runtime speedup introduced by our incremental checkpointing scheme
varies across checkpoint frequencies and index-stack sizes. Speedup is measured relative to a
checkpointed kernel without incremental checkpointing. Overall, speedup is positively correlated
to checkpoint frequency. Indeed, at high frequencies, fewer array elements are updated between
successive checkpoints, so there are fewer elements to copy. We achieve up to 90% speedup for
Blur, 30% for Cholesky, and 20% for LUD. At lower frequencies, successive checkpoints accumulate
increasingly more updated elements between them that must be incrementally checkpointed. At
very low frequencies, speedup can become negative, as the incremental checkpoint scheme becomes
saturated with updated elements and must copy the entire array. At this point, the overheads
introduced by additional subroutines used for array index tracking can exceed the incremental
checkpointing scheme’s runtime savings.
With respect to a baseline stack size (blue): reductions in stack size (orange) can cause early

onset of saturation. If the number of updated elements to be incrementally checkpointed at once
exceeds the stack size, i.e., at lower checkpoint frequencies, our scheme is forced to do a full array
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(a) Blur (b) FIR

(c) Kmeans (d) Cholesky

(e) Lud 1024 (f) Lud 3072

(g) MiniMap (h) MaxPool

Fig. 12. Kernel time overhead
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(a) Blur (b) Cholesky

(c) Lud 1024 (d) Lud 3072

Fig. 13. Kernel (Optimised) Runtime Speedup

copy. Smaller stack sizes are exceeded more easily than larger ones. We thus advise users to use as
large a stack size as needed for the arrays being checkpointed.
Nonetheless, our evaluation shows that of our incremental checkpointing scheme can afford

significant runtime benefits if configured well. In practice, checkpoint frequency should be chosen
in balance with these runtime characteristics to achieve the best runtime for their kernel.

9.6 Evaluation of FPGA resource utilization
Figure 14 shows the hardware overhead of our dependable system kernels (in blue) compared to
the Vanilla version (in green). The maximum increase in LUT usage resulting from checkpoint
insertion is 14.6% for the Lud kernel, which we consider to be acceptably small. Note that this is
independent of the checkpoint rate, as the rate is controlled by a simple if statement.

9.7 Checkpoint State Size Assessment
Checkpoint state size is critical for large-scale deployment, as states must be stored in memory
for rapid recovery. Figure 15 compares state-of-the-art circuit analysis-based FPGA checkpointing
methods [3]. The state size presented was determined without incremental optimization.

From the figure, it is evident that our HW-SWmigration consistently produces smaller checkpoint
states than state-mover across all tested programs. This indicates that our approach is more memory-
efficient, which is crucial for minimizing resource usage and optimizing performance in large-scale
systems. The significant difference in state sizes, especially for more complex programs like "Blur"
and "minimap," highlights our advantage in scenarios requiring extensive state management.
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Fig. 14. Hardware overhead

Fig. 15. Checkpoint size Our proposal vs Statemover[3]

9.8 Migration based preemption
Figure 16 evaluates the suitability of our proposal for task preemption in a multitasking system with
tasks having different priority levels. Our scenario considers two tasks, e.g., Minimap, competing
for the same FPGA resource. Task 1 is running with low priority, and Task 2 is running with high
priority. Users initially want to run these tasks on FPGA for efficiency reasons. The high-priority
Task 2 arrives at an arbitrary time, while the low-priority Task 1 is already running on the FPGA.

In the absence of preemption support, the tasks are executed sequentially on the FPGA. This
means that Task 1 must be completed fully before Task 2 begins to run. This can result in extensive
latency from Task 2. With preemption, Task 1 starts running on the FPGA but is preempted when
Task 2 arrives at time 77638. The FPGA then switches to Task 2, while Task 1 continues to run on
the CPU. Unsurprisingly, the case with preemption not only 1) serves and completes the execution
of the high-priority task earlier, 2) but also reduces the total computation time.

Fig. 16. Preemption Timeline
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9.9 N-Modular Redundancy Evaluation
Figure 17 evaluates our checkpoint-based N-modular redundancy framework running on two
FPGAs (A and B) as described in Section 8. The benchmark used is FIR with a "medium" checkpoint
rate. Additionally, we modified the kernel to export an extra internal variable in AXI Lite interface
as a backdoor to inject data corruption.

In our experiment, at 3847 ms, we inject corrupt data via the backdoor to simulate silent data cor-
ruption. With checkpointing enabled, the verification module then detects the error, i.e., checkpoint
divergence, at 3891 ms, 44 ms after the injection. The CPU execution starts at 3987 ms after finishing
the restoring process. The execution is restored from the last validated checkpoint, allowing a safe
continuation without data loss.

For comparison, baseline dual-modular redundancy without checkpointing only detects corrup-
tion when comparing final outputs after the full 17.9 second execution on both FPGAs, a 3×longer
detection latency. Also there is no way to tell which FPGA to blame without adding a third FPGA.
This demonstrates that our framework enables fine-grained error detection (milliseconds vs.

seconds) and rapid fault localization, critical requirements for safety-critical systems.

Fig. 17. N-Modular Redundancy Timeline

9.10 Compile-time Overhead Assessment
Our compilation passes incur a computation time ranging from a few seconds to a few minutes,
depending on the number of live variables to process and checkpoints to insert. However, since the
full HLS compilation and synthesis process often requires a few hours to complete, the additional
computation time incurred by our passes is comparatively negligible.

10 Limitations
FPGA-CPU architectural differences create kernel design constraints. Checkpoints must be placed
in the core function and cannot exist in data parallel regions, as this could cause nondeterministic
behavior. Function call in kernel function is not supported, unlike CPUs that use stack-based
function calls, FPGAs handle function execution differently, making it extremely complex to
reliably restore call stack after migration. However, this can be alleviated by function inlining.
Restoring a checkpoint back onto the FPGA (i.e., CPU-to-FPGA or FPGA-to-FPGA migration)

is not supported in our current implementation. Enabling this reverse migration would require
non-trivial additions to the generated kernel circuit: the design must expose fine-grained control
over the pipeline to (re)inject state into internal memories and resume execution at the exact
stage where the kernel was suspended. Such control can be expensive, potentially increasing
FPGA resource utilisation and/or degrading timing closure [11]. Therefore, designing an innovative
restoration mechanism is an important direction for future work, as it could further improve the
service quality of FPGAs.
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11 Conclusion
This paper introduces a compiler-based toolchain enabling stateful HW-SW migration. Across
different use cases – including fault-tolerant FPGA and FPGA preemption, we demonstrated how
our toolchain, and more generally fine-grain Hardware to Software migration, can address the QoS
issue of FPGAs-as-a-Service. This new type of migration is handled by custom compilation passes
that create equivalence points between hardware and software kernels such that the task can be
migrated from FPGA to CPU.

We show that preempting a low-priority task running on FPGA allows multitasking systems to
better manage resource allocation, allowing high-priority tasks to be assigned to the FPGA earlier
and reducing overall computation time. As for fault-tolerance, although increasing a system’s
dependability inevitably comes at a cost, our proposal achieves respectable performance, adding (in
the best case) only a 10% and 20% slowdown for the Blur and Cholesky kernels, respectively. We
also showed that the same checkpointing foundation supports N-modular redundancy by running
redundant FPGA instances with checkpoint-level comparison, which enables significantly earlier
fault detection and safer recovery. However, unlike previous works, our open-source solution3
does not rely on specific programming frameworks and does not require code rewriting, making it
directly applicable to legacy code.

Amongst others, future work could investigate potential security breaches that could arise with
the proposed solution. Indeed, storing internal variables into memory (i.e., in the checkpoints)
could reveal certain secrets and therefore be used by attackers to steal information, especially in
multi-tenant systems. This could mean that users might be willing to encrypt checkpointed data or
avoid checkpointing at critical execution points to avoid exposing confidential data.
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